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Next	are	discussed	the	previous	requirements	to	manage	the	various	monitors:	the	Glassfish	applications	servers	at	the	time	they	monitor	the	Glassfish	applications	servers,	make	the	following	changes	to	the	Domain.xml	file	and	then	restart:	Change	the	"Accept-all"	property	to	"True"	JMX-Conector	"Node:	JMX-All	To	monitor	JBoss,	the	HTTP-
INVOKER.SAR	must	be	implemented	on	the	JBoss	server.	The	application	(HTTP-INVOKER.SAR)	is	implemented	by	default	on	the	JBoss	server.	If	the	HTTP	port	of	the	JBoss	server	is	changed,	the	port	number	in	the	InvokerurlsuffiFix	attribute	must	also	be	modified	in	≤2xboss_home/server/default/deploy/http-invoker.sar/meta-inf/jboss-service.xml
file.	JBoss	version	5x	to	monitor	JBoss	5.x,	JbossAment.Sar	must	be	implemented	in	JBoss	Server.	To	implement,	follow	the	steps	below:	Copy	JBOSSAGENT.SAR	from	the	location	☰	Administrador	de	aplicaciones	Home	HCFC	/	WORK	/	RESURSO	/	RESOURCES	AND	PEGO	DENTRIDA	/	POR	DEFAULT	/	implementation	If	you	are	running	JBOSS	in
DIFERENTE	DOMINAL	COMO	ALL,	ENTONCEN	THE	PAYMENT	OF	DIFERENT	would	be	"subject	to	all	servers_home.	JBoss	version	6.x	Note:	JBOSS	6	EAP	must	be	added	as	JBoss	7	to	monitor	the	JBOSS	6.x,	JbossAment.Sar	version	must	be	implemented	in	JBoss	Server.	To	implement,	follow	the	steps	below:	Copy	JBOSSAGENT.SAR	from	the
location	☰	Administrador	de	aplicaciones	Home	planning	/	WORK	/	RESURSO	/	RESOURCES	AND	PEGO	DENTRIDA	/	POR	DEFAULT	/	implementation	If	you	are	running	JBOSS	in	DIFERENTE	DOMINAL	COMOThen	the	fastestry	of	payment	of	different	would	be	"	/	server	/	all	/	implement.	Provide	the	Rmiregistry	port	that	is	available	in"
jboss_home>	/	server	/	/conf/bindingservice.beans/meta-inf/bindings	-JBoss-beans.xml	/conf/bindingservice.beans/meta-inf/bindings-jboss-beans.xml	The	default	port	is	1090.	Example:	jboss.remoting:	service	=	jmxconnectorserver,	protocol	=	rmi	1090	RMI	/	JRMP	socket	to	connect	to	JMX	Mbeanserver	JBoss	version	7.x	and	higher	to	add	a	new
monitor	for	JBoss	Version	7.x	and	higher	must	provide	a	management	port.	The	default	port	is	9990.	JBoss	Wildfly	Change	the	management	port	binding	to	use	the	network	accessible	interface:	in	the	JBoss	configuration	file	(i.e.	\Standalone	\Configuration	\StandalOne-Full.xml)	Change	JBoss.bind.Address.Management:	127.0.0.1	to
jboss.bind.address.management	0.0.0.0	Restart	the	service	Add	a	JBoss	management	user	to	monitor:	/bin/add-user.bat	OracleRealm	Application	Server	Application	Management	-silent	Uses	the	Dynamic	Monitoring	Service	(DMS)	provided	by	Oracle	Application	Server	to	monitor	the	same.	For	this	reason,	the	DMS	servlet	must	be	made	accessible	to
the	system	where	the	Application	Manager	is	running.	To	enable	access,	follow	the	instructions	provided	below	[instructions	are	referenced	from	the	Oracle	web	site:	By	default,	the	DMS0	/	ARMESPY	URL	is	redirected	and	the	redirect	location	is	protected,	allowing	only	the	LOCALHOST	(127.0.0.1)	to	access	the	ARMESPY	servlet.	To	view	metrics	for
a	system	other	than	localhost,	you	must	change	the	DMS	configuration	for	the	system	running	the	Oracle	application	server	you	wish	to	monitor	by	modifying	the	$	oracle_home	/	apache	/	apache	/	conf	/	ds.conf	file	unix	,	o%	oracle_home%	\	apache	\	conf	\	ds.conf	on	Windows	systems.	The	following	example	shows	a	sample	of	the	default	configuration
of	DMS.conf.	This	configuration	restricts	the	graph	to	access	metrics	in	the	localhost	(127.0.0.1).	The	port	shown,	shown,	It	may	differ	in	your	installation.	Example:	Sample	DMS.Conf	Fiche	for	LocalHost	Access	for	DMS	Metrics	#	proxy	to	DMS	arregrect	redirect	/	dms0	/	arrepy	http:	//	localhost:	7200	/	dmsoc4j	/	aggression	#dms	virtualhost	To
access	and	register	log	listening	127.0.1:	7200	opmnhostport	http:	//	localhost:	7200	ServerName	127.0.0.1	When	changing	the	DMS.Conf	configuration	To	specify	the	host	provided,	or	serves	DMS	media,	it	can	allow	users	on	systems	that	do	not	Be	the	localhost	to	access	the	locality.	DMS	Metrics	from	the	Location	http:	//	host:	port	/	DMS0	/
Armpespy.	CAUTION:	Modify	DMS.Conf	has	security	implications.	Only	modify	this	file	if	it	comprises	the	security	implications	for	your	site.	By	exposing	the	medals	to	the	systems	other	than	the	localhost,	you	allow	other	sites	to	see	the	internal	information	and	the	execution	status	of	the	Oracle	Oracle	Application	Server.	To	see	the	medals	of	a
system	other	than	the	localhost	(127.0.0.1),	do	the	following:	Modify	DMS.Conf	changing	the	entries	with	the	value	for	localhost	"127.0.0.1"	shown	in	the	example	of	the	name	of	the	Server	that	provides	the	men's	server	(obtains	the	server	name	of	the	ServerName	policy	in	the	httpd.conf	file,	for	example,	TV.us.Oracle.com).	Find	below	a	DMS.Conf
updated	sample	that	allows	the	access	of	a	system	other	than	localhost	example	(127.0.0.1):	Sample	DMS.conf	File	for	remote	host	accidents	for	DMS	Metrics:	#	proxy	to	DMSRESPY	redirect	/	DMS0	/	Arregrepy	http:	//tv.us.oracle.com:7200/dmsoc4j/agggrespy	#dms	virtualhost	To	access	and	registration	control	listen	tv.us.oracle.com:7200
opmnhostport	:	7200	servername	tv.us.orace.com	Restart,	or	stop	and	start	the	Oracle	HTTP	server	using	the	application	server	control	console	or	using	the	command	Process	Manager	and	Notification	Server	OPMNCTL.	For	example,%	OpmNCTL	RESTARTPROC	Process-Type	=	http_server	o%	opmnctl	stopproc	process-type	=	http_server%	opmnctl
startproc	process-type	=	http_server	laterthe	above	steps,	please	make	sure	that	you	can	access	the	http://	instructionshost:7200/dmsoc4j/AggreSpy	URL	for	the	Management	System	applications.	To	check	if	a	user	has	the	selected	privilege:	We	suggest	that	you	run	the	following	query	directly	on	your	Oracle	machine	and	check	if	a	connected	user
has	privilege	or	not:	select	TABLE_NAME,PRIVILEGE	from	user_tab_privs_recd	where	the	name	of	the	table	in	('ALLRU_SCHEDULER_JOB_RUN_DETAILS',	tableV_$	To	grant	Privilege:	Use	the	following	query:	to	grant	select	on	Гtablename	Trust	сusername	title;	Example:	the	concession	selects	in	V_$RMAN_BACKUP_JOB_DETAILS	for	monitoruser;
Note:	As	indicated	above,	you	must	grant	concession	permission	in	all	tables	mentioned	in	the	previous	query.	Applications	Tomcat	The	administrator's	agent	has	to	be	deployed	in	Tomcat	Servers	3.x	and	4.x.	More	Tomcat	3.x	and	4.x	does	not	need	username	and	password.	In	case	of	Tomcat	5.x	and	above,	an	application	called	Manager	must	be	in
operation	for	the	Application	Manager	to	monitor	the	Tomcat	server.	By	default,	this	application	will	be	executed	on	the	server.	If	you	have	customized	the	admin	app	(Eg.,	\qamanager),	then	you	can	use	the	"Tomcat	Manager	Application	URI"	option	on	the	client,	for	Applications	Manager	to	monitor	the	Tomcat	server.	For	Tomcat	Versions	5.x	&	6.x
and	7.x:	The	user	role	to	access	the	server	should	be	manager	(versions	5.x	&	6.x)	/	manager-jmx	(version	7.x).	To	add	a	role	as	"gerent"	(versions	5.x	&	6.x)	/	"manager-jmx"	(version	7.x)	for	any	of	the	users	as	tomcat,Or	both,	you	need	to	make	changes	to	the	Tomcat-Users.xml	file	located	in	the	Â-	Tomcat-Home	Confidential	/	Conf.	Example:	Default
settings	at	Tomcat-Users.xml	in	Tomcat	Server:	×	Tomcat-Users	Trust	×	™	Role	Rolename	=	"Tomcat"	/	Garment	×	™	Role	Rolename	=	"Role1"	/	Trust	™	User	User	=	"Tomcat"	User	=	"Tomcat"	"tomcat/server"	(tomcat/tom)	[click	on	the	link	to	see	an	example	tomcat-users.xml	for	5.x	/	6.x	and	tomcat-users.xml	for	7.x	versions]	for	tomcat	7	and
above:	remote	access	to	the	application	manager	is	restricted,	by	default.	include	the	ip	address	of	the	host	machine	installed	in	apption	manager	in	Catalina_Home	/	webapps	/	manager	/	Meta-INF	=	file	=	default.	i.e.,	i.e.,	i.e.,	i.e.,	i.e.,	i.e.,	i.e.,	i.e.,	i.e.,	i.e.,	i.e.,	i.e.,	i.e.,	i.e.,	i.e.,	i.e.,	i.e.,	i.e.,	i.e.e.,	i.,	i.,	i.e.,	i.e.e.,	i.,	i.,	i.,	i.e.,	i.e.e.e.e.e.e.,	i.,	i.e.e.e.e.e.,
i.e.e.e.,	i.e.,	i.,	i.,	i.e.e.e.e.,	i.e.e.e.,	i.e.e.e.e.e.e.e.e.e.e.e.,	i.e.,	i.,	i.e.e.e.e.e.e.e.e	to	learn	how	to	enable	gzip	in	tomcat,	see	here.	weblogic	server	to	monitor	your	serverthe	user	must	have	"administrator"	privileges.	For	more	information,	see	here.	The	port	of	WEBSERVER	Applications	port	of	the	machine	installed	on	WebLogic	Server	and	the	HTTP
port	of	WebLogic	Server	should	be	accessibleFrom	the	machine	installed	in	Application	Manager.	If	the	listening	address	is	configured	on	WebLogic	Server,	the	same	should	be	provided	when	adding	the	monitor.	The	host	name	of	the	WebLogic	machine	should	be	resoluble	from	the	machine	installed	by	Application	Manager.	Add	the	details	of	the
host	in	the	Hosts	file	of	the	machine	installed	Application	Manager.	Click	on	the	following	topics	to	learn	more	about	the	prerequisites	for	several	versions	of	WebLogic	Server.	To	monitor	WebLogic	6.1:	Follow	the	steps	below:	Provide	only	the	administrator	username.	On	the	Weblogic	remote	server,	navigate	to	θLogic	Home	HCFC	/	WeBlogic61	/
Server	/	Libâ	directory.	From	there,	copy	Weblogic.jar	to	Aplication	Manager	Home	PHP	\	Working	\	Classes	\	Weblogic	\	Version6	directory	on	the	machine	where	you	are	running	Application	Manager.	To	monitor	WebLogic	7.x:	you	must	set	the	Weblogic.DisableMebeAutorization	and	Weblogic.Management.AnonymousMinLookupRenabled	Variables
to	VERDADERO	to	enable	data	collection.	Follow	the	steps	below:	Edit	startwls.cmdsh	present	in	the	directory	^wls_home/server	/	bin	and	add	the	following	arguments	-dweblogic.disablembeeuthorization	=	true	-dweblogic.management.anonymousminlookupened	=	true	Click	here	for	the	restart	of	the	sample	startwls.cmd	/	sh	restart	The	WebLogic
From	there,	copy	WEBLOGIC.jar	Aâ		Application	Manager	Home	PHP	\	Working	\	Classes	\	Weblogic	\	Working	\	Classes	\	Weblogic	\	Version7â	Directory	in	the	machine	where	you	are	running	Application	Manager.	To	monitor	WebLogic	8.x:	you	must	set	the	WebLogic.DisableMebeAutorIthoration	and
Weblogic.Management.AnonymousMinLookupRenabled	Variables	to	VERDADERO	to	enable	the	webLogic	8.x	to	monitor	the	webLogic.of	data.	Follow	the	steps	below:	Edit	startwls.cmdsh	present	in	the	directory	/	server	/	bin	and	add	the	following	arguments	-dweblogic.disablembeeuthorization	=	true	-
dweblogic.management.anonymousminlookupened	=	true	Click	here	for	the	sample	restart	startwls.cmd	/	sh	restart	the	weblogic	weblogic	weblogic	Para	que	los	cambios	surten	efecto	en	el	directorio	remoto	WeBlogic,	navegue	a	Â«Directorio	de	Inicio>	/	WEBLOGOG11	/	Server	/	LibÃ¢.	De	allÃ​,	copie	WeBlogic.jar	a"	Aplicaciones	Manager	Inicio>	\
Working	\	Classes	\	WeBlogic	\	Version8Ã¢	La	mÃ¡quina	donde	se	estÃ¡	ejecutando	Administrador	de	aplicaciones.	Para	monitorear	Weblogic	9.x:	En	el	directorio	remoto	WeBlogic,	navegue	a	"Directorio	de	inicio>	/	Weblogic92	/	servidor	/	lib".	Copie	WeBlogic.jar	aÃ¢	\	Working	\	Classes	\	WeBlogic	\	Version9Ã​	directorio	en	la	mÃ¡quina	donde	se	estÃ¡
ejecutando	Administrador	de	aplicaciones.	Para	monitorear	Weblogic	10.x,	11G:	en	el	directorio	remoto	WeBlogic,	navegue	a	Â«Directorio	de	Inicio>	/	Wlserver	/	Server	/	LibÃ¢.Ã¢	CopyÃ¢	weblogic.jar,	wlclient.jar,	wljmsclient.jar,	Ã​	wlthint3client.jar	AÃ¢	\	Working	\	Classes	\	WeBlogic	\	Version10Ã​	directorio	en	la	mÃ¡quina	donde	se	estÃ¡	ejecutando
Administrador	de	aplicaciones.	Para	monitorear	Weblogic	12.x	y	superior:	en	el	directorio	remoto	Weblogic,	navegue	a	Â«Directorio	de	Inicio>	/	Wlserver	/	Server	/	LibÃ¢.	De	ahÃ​,	copia	wlclient.jar	y	wljmxclient.jarÃ¢	a	\	Working	\	Clases	\	WEBLOGIC	\	VersiÃ³n12Ã​	Directorio	en	la	mÃ¡quina	donde	se	estÃ¡	ejecutando	Administrador	de	aplicaciones.
Nota:	Se	refiere	al	directorio	de	instalaciÃ³n	de	WebLogic.	DespuÃ©s	de	reemplazar	los	archivos	JAR,	el	Administrador	de	aplicaciones	debe	reiniciarse.	El	certificado	WEBLOGIC	debe	ser	importado	a	/	Trabajo	/	JRE	/	LIB	/	SECURITY	/	CACERTS	ARCHIVO.	Este	certificado	se	puede	importar	a	travÃ©s	de	/Bin/WEBLogicCertificate.bat/sh	Archivos.
Sintaxis:	WeblogicCertificate.bat	[Importar]	[Certificado	de	Ruta	completa	de	WebLogic	Server]	[Nombre	de	alias]	Ejemplo:	C:	\	Archivos	de	programa	\	ManageEngine	\	AppManager	\	bin>	WeblogicCertificate.bat	Import	"C:	\	Oracle	\	Middleware	\	oracle_home	\	user_projects	\	Dominios	\	\	Root.Cer	"mykey	note:	*	if	the	customer	is	monitoring	the
three	versions	of	weblogic	(10.x,	11g,	12c,)	then	get	the	jars	from	the	latest	version	of	weblogic	(version	12c.)	*	the	ssl	option	is	isin	the	user	interface	only	for	version	9	and	above.	Ports	to	open	when	the	Weblogic	Monitor	is	behind	the	firewall:	Two-way	communication	between	the	WebLogic	listening	port	(default:	7001)	and	the	Applications
Manager	web	server	port	(default:	9090).	Sample	commands	for	WebLogic	7.x,	8.x:	Â”%JAVA_HOME%\bin\javaÂ”	%JAVA_VM%	%MEM_ARGS%	%JAVA_OPTIONS%	-classpath	Â”%CLASSPATH%Â”	-Dweblogic.Name=%SERVER_NAME%	-Dbea.home=Â”C:\WebLogic\WL7.0Â”	-Dweblogic.disableMBeanAuthorization=true	-
Dweblogic.management.anonymousAdminLookupEnabled=true	-Dweblogic.management.username=%WLS_USER%	-Dweblogic.management.password=%WLS_P	W%	-Dweblogic.management.server=%ADMIN_URL%	-Dweblogic.ProductionModeEnabled=%STARTMODE%	-Djava.security.policy=Â”%WL_HOME%\server\lib\weblogic.policyÂ”
weblogic.Server	goto	finish:	runAdmin	@echo	over	Â”%JAVA_HOME%\bin\javaÂ”	%JAVA_VM%	%MEM_ARGS%	%JAVA_OPTIONS%	-classpath	Â”%CLASSPATH%Â”	-Dweblogic.Name=%SERVER_NAME%	-Dbea.home=Â”	“C:\WebLogic\WL7.0Â”	â​​	Dweblogic.disableMBeanAuthorization=true	-
Dweblogic.management.anonymousAdminLookupEnabled=true	-Dweblogic.management.username=%WLS_USER%	-Dweblogic.management.password=%WLS_P	W%	-Dweblogic.ProductionModeEnabled=%STARTMODE%	-Djava.security.policy=Â”%WL_HOME%\server\lib\weblogic.policyÂ”	weblogic.WebSphere	Application	Server	Prerequisites	for
WebSphere	Versions	8.x	and	later	For	the	basic	implementation:	You	must	change	the	Performance	Monitor	Interface	(PMI)	specification	level	from	“None”	to	“Standard”.	Next,	implement	the	perfServletApp.ear	file,	which	uses	the	PMI	infrastructure	to	retrieve	performance	information	from	WebSphere	Application	Server	on	the	WebSphere.	Restart
the	WebSphere	application	server.	For	network	deployment:	You	must	change	the	PMI	sepcifictaion	level	from	“None”	to	“Standard”	on	all	WebSphere	servers	in	the	network	deployment.	Next,	implement	the	that	uses	the	PMI	infrastructure	to	retrieve	the	performance	information	from	the	WebSphere	application	server,	on	any	of	the	WebSphere
WebSphere	in	the	implementation	of	the	network.	Restart	WebSphere	Application	Server.	Note:	Steps	to	verify	if	WebSphere	Monitor	has	been	configured	correctly	to	modify	the	PMI	specification	level:	Connect	to	the	administration	console	-	http:	//	:	/	admin	/	in	the	left	side;	Expand	the	servers	node.	Click	on	the	application	server	link.	This	will
show	the	list	of	servers	that	are	executed	in	the	node.	Click	on	the	server	for	which	the	data	collection	must	be	enabled.	In	the	additional	property	table,	click	Performance	Monitoring	Service.	Change	the	initial	specification	level	to	"standard"	and	then	apply	the	changes.	Also	enable	(select)	Startup.	To	implement	perfervletap.ear:	Open	the
administration	console	go	to	the	applications	and	then	the	types	of	applications,	then	the	WebSphere	Enterprise	applications.	Click	Install	and	select	Local	System.	Navigate	through	the	perf	servlet	application,	then	click	OK.	The	default	route	is	/	/installableApps/perfServleApp.Ear	Accept	all	the	default	options	and	select	Next	until	it	Ends,	click
Save.	After	installing	this	application,	restart	the	node	server	once	to	work	correctly	the	Servlet	Forks.	Make	sure	a	WebSphere	administration	user	is	added	to	the	AFSERVLETPP	monitors	group,	if	global	security	is	enabled	in	WebSphere.	To	do	so,	go	to	WebSphere	Admin	Console	â	€	'Applications	Ã	¢	â	€	¢	installed	applications	Ã	¢	â	€	¢	Select	the
safety	function	of	PerbServletpp	Ã	¢	â	€	¢	Safety	Rote	to	the	MAPPING	of	the	user	group	Ã	¢	â	€	'Choose	the	monitor	function	â	€'	associate	the	administrator	user	Ã	¢	â	€	â	€	¢	Save	directly	to	the	master	configuration.	To	verify	the	output	of	the	servlet	perf,	open	the	following	URL	from	your	browser:	http:	//	localhost:	/	wasperftool	/	servlet	/
perfservlet?	Connector	=	SOAP	&	PORT	=	8880	-	9080	(default)	Steps	to	verify	if	WebSphere	Monitor	has	been	set	up	correctly	for	the	base	deployment:	to	ensure	if	the	PMI	and	PERFSERVLETPP	are	configured	correctly	in	WebSphere,	invoke	the	URL	below	and	verify	if	the	data	is	returned	in	XML	format.	XML.	where	WebSphere	Host	-	Host	on
which	WebSphere	Application	Server	is	running	WebSphere	Port	-	HTTP	transport	server	transport	port	WebSphere	[How	to	locate	HTTP	Port]	SOAP	port	-	SOAP	WebSphere	Port	[How	to	locate	the	SOAP	port]	for	the	deployment	of	the	network:	to	make	sure	that	the	PMI	&	AMP;	perfervletap	is	configured	correctly	in	WebSphere,	invoke	the	next
URL	&	quot;	Check	if	the	data	is	returned	in	XML	format.	http:	//	WebSphereHost:	Port	/	WasperFtool	/	servlet	/	perfservlet?	Connector	=	SOAP	ImplicaPort	=	NetworkDeploYesoAp-Port	AvechnoSt	=	NetworkDeployerHost	Where	WebSphere	Host	-	The	WebSphere	Application	Server	Amphitrión	In	which	the	APRTLET	WebSphere	Port	Application	is
installed	Transport	of	the	WebSphere	server	in	which	the	perf	servlet	application	is	installed	[how	to	locate	HTTP	Port]	NetworkDeployer	SOAP	Port	-	the	SOAP	port	of	the	Deployment	Manager	(DMGR)	[How	to	locate	SOAP	Port]	Red	Deployer	Host	-	the	amphitrión	in	which	you	are	Find	the	deployment	administrator.	Note:	Also	check	if	WebSphere
Admin	user	is	added	to	the	group	of	monitors	of	the	perfservlet	app.	How	to	locate	the	SOAP	port?	1.	Start	session	on	the	Admin	console	2.	Extend	the	server	link	to	the	left	side	tree.	Click	Application	Servers	3.	In	Base	mode,	several	WebSpheres	will	be	listed.	Click	on	the	name	of	WebSphere-	Âš	below	additional	properties,	click	End	Points	Link	-
User	Click	on	the	SOAP	connector	address.	You	can	get	the	SOAP	port	from	there.	4.	In	network	implementation	mode,	click	DMGR	-	Â	‰	¥	under	additional	properties,	click	on	the	End	Points	link	-	Click	on	the	SOAP	connector	address	-	You	can	get	the	SOAP	port	from	there.	How	to	find	the	HTTP	transport	port?	1.	Start	session	in	the	ADMIN
console	2.	Expand	the	server	link	to	the	left	side	tree,	click	Application	Servers	3.	They	will	be	listed	WebSpheres.	Click	on	the	WebSphere	name-	â¢¢	Under	Additional	Properties,	click	Web	Container	link	–	click	on	HTTP	Transports	link.	You	can	get	the	HTTP	port	from	there.	Prerequisites	for	WebSphere	Versions	9:	Enabled	performance	enabled
Infrastructure	(PMI)	on	application	server	(for	base	mode),	and	on	all	application	servers	and	node	agents	(in	ND	mode)	that	you	want	to	monitor.	Go	to	the	WebSphere	console,	then	servers	and	all	servers.	Click	on	the	name	of	the	server,	then	"Performance	Monitoring	Infrastructure	(PMI)"	under	the	"Performance"	tab.	Check	the	box	"Performing
Monitoring	Infrastructure	Activable".	Click	Apply,	Save	and	Restart	the	server.	If	global	security	is	enabled,	provide	the	username	and	password	of	the	user	with	administrative	role.	Go	to	the	WebSphere	console,	system	administration	and	then	Node	agents	click	on	the	node	agent,	then	"Implementation	monitoring	infrastructure	(PMI)".	Check	the
box	"Performing	Monitoring	Infrastructure	Activable".	Click	Apply,	Save	and	Restart	the	server.	For	network	implementation	mode,	it	allows	global	security	to	go	to	the	WebSphere	console,	go	to	safety	then	Global	Security.	Under	"Administrative	Security",	verify	"Administrative	Safety	Enables".	Click	Apply,	Save	and	Restart	the	server.	SSL
certificates	have	to	be	added	to	APM	in	case	SSL	is	enabled	or	global	security	is	enabled.	Steps:	Resin	Server	JMX	MBeans	are	used	to	monitor	The	activity	of	the	Resin	Application	server.	To	enable	JMX,	open	Resin.	XML	and	add	the	following	JVM	arguments	or	start	resin.	EXE	WITH	THE	BELOW	JVM	ARGUMENTS	-
DOM.SUN.MANAGEMENT.JMXREMOTE.PORT	=	1099	-Dcom.sun.management.jmxremote.ssl	=	false	-com.sun.management.jmxremote.authenticate	=	false	replace	1099	with	the	number	of	Puerto	Real	Agent	JMX	Jetty	Server	JMX	MBeans	are	used	to	monitor	the	performance	of	the	Jetty	server.	For	JMX,	Add	the	following	JVM	arguments	in	Jetty:	-



Dcom.sun.management.jmxremote.port=99	-Dcom.sun.management.jmxremote.ssl=false	-Dcom.sun.management.jmxremote.authenticate=false	-Dcom.sun.managementFile	--Module	=	JMX	Apache	Geronimo	To	monitor	Apache	Server	Geronimo,	add	the	following	Java	execution	time	options	to	the	start	file	of	your	application:	-
dcom.sun.management.jmxremote	-com.sun.management.jmxremote.	Port	=	1999	-Dom	.sun.management.jmxremote.ssl	=	false	-comcom.	You	can	find	the	home	file	here:	/	Bin	Database	Servers	IBM	Informix	Server	JDBC	Driver:	To	monitor	IBM	Informix	DB,	make	sure	that	the	iFXJDBC.jar	file	is	present	in	the	location:	\	\	Working	\	Classes
Directory.	The	JAR	file	can	be	copied	from	the	location	of	the	IBM	Informix	installation,	\	JDBC	\	LIB	\	JAR.	Restart	Application	Manager	after	copying	the	file.	User	privileges:	To	add	a	DB	Informix	monitor,	a	user	requires	database	level	privileges	and	should	be	able	to	access	the	Sysmaster	database.	To	monitor	a	Microsoft	SQL	database	server,	the
SQL	user	account	used	for	monitoring	must	have	access	to	Master,	MSDB	and	Distributions	databases.	The	user	must	have	the	following	functions:	Sysadmin	Server	Role:	Go	to	SQL	Server	Management	Studio	Ã	¢	â	€	Go	to	session	beginnings	Ã	¢	â	€	Choose	the	respective	user	and	Open	Properties	Ã	¢	â	€	Go	to	roles	From	the	server	'and	select
SYSADMIN	ROLE	Ã	¢	â	€	Save	the	option	and	continue	to	add	the	SQL	monitor	in	Application	Manager.	(Or)	1.	Provide	server	status	permission	on	the	server	in	the	respective	SQL	user.	To	grant	the	status	of	the	view	server,	you	can	use	any	of	the	following	men:	i)	Execute	the	following	query:	Subvance	See	server	Status	to	the	username;	ii)	in	SQL
Management	Studio	for	the	user	Choose	the	properties	â	€	'Securable	Ã	¢	â	€	¢	Click	Add	(in	Insurance)	Ã	¢	â	€	all	objects	of	the	types	...	'†'	Choose	servers	â	†	'Choose	the	subsidy	for'	server	status	permission	view.	2.	Provide	the	following	DB	roles:	DB	role	required	for	all	databases:	Public,	DB_DATAREADER	(to	view	key	metrics	in	all	databases)	DB
Rol	required	for	the	MSDB	database:	Public,	Public,SQLEGENTREADERRROLE,	SQLAGENTOPERROLE	(for	monitoring	SQL	jobs	/	monitoring	of	the	record	sending	/	replication	monitoring)	Role	of	the	database	required	for	the	distribution	of	the	database:	public,	db_datareader	(for	the	monitoring	of	SQL	replication	)	Role	of	the	database	required	for
the	monitoring	of	DBCC	command	Checkdb	and	DBCC	DRBEINDEX	/	INDEXDEFRAG:	db_writer	To	monitor	Alwayson's	availability	groups	in	the	application	manager,	the	administrator	must	provide	permission	to	view	any	definition	on	the	server	to	the	server	respective	SQL	user.	For	this,	you	can	use	any	of	the	following	men:	(i)	Run	the	following
query:	Grant	View	Any	Definition	to	username;	(ii)	Enã,	SQL	Management	Studio,	for	the	user,	Elijaã,	Properties,	Ã	¢,	Securables,	Ã	Ã	¢	Click,	ENÃ,	AddÃ,	(Bajo,	Securables,)	Ã	¢	ElijaÃ,	'All	Objects	of	the	Types	..	.	'Ã	¢	ElijaÃ,	ServersÃ,	Ã	¢	ElijaÃ,	Grant	for'	View	Any	Definition	'permission.	Mongodb	servers	Supported	versions:	MongoDB	4.2	and
earlier	versions.	We	support	Mongod	Services	and	Mongo	Services	To	create	a	MongoDB	monitor	in	the	Application	Manager,	a	user	must	have	read	and	write	privileges	in	all	MongoDB	databases.	To	monitor	the	details	of	oplog,	add	the	mongo	client	file	(Mongo.exe	/	Mongo)	in	the	directory	/	Working	/	Classes.	For	installation	in	Linux,	run	the
command:	Sudo	Apt	Install	MongoDB-Clients	and	grant	execution	permission	to	the	Mongo	client	using	the	chmod	command.	To	download	the	Mongo	client,	click	on	any	of	the	following	links	for	the	respective	operating	systems:	for	other	operating	systems,	consult	here.	Note:	MongoDB	of	versions	3.4	and	higher	is	not	compatible	with	32-bit
Windows	and	Linux	operating	systems.	MySQL	database	servers	The	MySQL	monitor	requires	that	the	MySQL	Java	connector	is	present	in	Classpath	of	the	Application	Manager.	You	can	check	it	by	following	the	following	steps:	Check	the	directory	/	WORKING	/	MYSQL	/	MMMYSQLDRIVER	/	In	search	of	the	MySQL_Connector	file.jar	If	the	.jar	file	is
not	present,	you	can	download	it	from	here	(for	versions	of	MySQL	prior	to	5.6)	or	here	(for	versions	of	MySQL	5.6	and	later).	Yes	Yes	It	is	using	several	MySQL	servers	with	several	versions,	then	you	must	download	the	new	JAR	file.	Note:	If	any	MySQL	server	is	enabled	with	'SSL	settings'	or	MySQL	server	is	hosted	on	any	cloud	platform,	then
please	use	the	last	jar	file	MySQL_Connector.	Remove	the	downloaded	zip	file.	Find	the	MySQL-Connector-java-3.0.10-stable-bin.jar	file	or	mysql-connector-java-5.1.46.jar	and	renown	file	like	mysql_connector.jar	on	the	machine,	where	applications	are	running	Manager,	copy	the	mysql_connector.jar	downloaded	to	the	directory	/	Working	/	MySQL	/
MMMYSQLDRIVER	/.	Restart	the	Application	Manager.	Required	privileges:	By	monitoring	a	MySQL	database	server,	make	sure	to	assign	a	username	that	you	have	permission	to	access	the	MySQL	database	from	the	host	where	Applications	Manager	is	running.	An	alternative	way	is	to	adhere	a	relevant	user	who	has	the	privileges	to	do	the	same.
The	user	must	have	privileges	to	run	SELECT	commands,	Show	Databases,	Replication	on	the	MySQL	server.	To	enable	these	privileges,	run	the	following	commands	on	the	remote	MySQL	server:	If	the	MySQL	version	is	less	than	5.7:	to	create	a	new	user	in	the	MySQL	database:	Use	MySQL;	Insert	Into	User	(Host,	User)	Values	​​('',	'');	Grant	the
necessary	privileges	for	the	DB-User	supervising	the	DB-Sever	of	MySQL:	Grant	Select,	Show	Databases,	Replication	Client,	Replication	Slave	on	*.	*	To	''	@	'';	Flush	privileges;	(Use	the	name	of	the	host	-	Applications	Manager	machine).	If	the	MySQL	version	is	5.7:	Create	a	new	user	in	the	MySQL	database:	Use	MySQL;	Create	user	@	'%'	identified
by	'password';	Grant	the	necessary	privileges	for	the	DB-User	supervising	the	MYSQL	DB-Sever:	Grant	Select,	Show	Databases,	Replication	Client,	Replication	Slave	ON	*.	*	''@'';	FLUSH	PRIVILEGES;	(Utiliza	el	nombre	del	host	-	mÃ¡quina	de	Applications	Manager).	Si	la	versiÃ³n	de	MySQL	es	8.0	y	superior:	Para	crear	un	nuevo	usuario	en	la	base	de
datos	mysql:	USE	mysql;	CREATE	USER	''@''	IDENTIFIED	WITH	mysql_native_password	BY	'password';	'password';	Privileges	needed	for	the	DB	user	to	watch	MySQL	DB-Sever:	Grant	Select,	Show	Databases,	Replication	Client,	Replication	Slave	ON	*.	*	A	'LOUSER	CONFIDENCE'	@	'SEARCHOST	``;	Flush	privileges;	(Use	The	Host	Name	-
Applications	Manager	Machine).	For	MariaDB:	Grant	Select,	Show	Databases,	Replication	Slave	Admin,	Replication	Master	Admin	on	*.	*	A	'Single	smart'	@	'sought	hostilo';	Flush	privileges;	(Use	the	host	name	-	Applications	Manager	Machine)	Prerequisites	for	severity	monitoring	SSL	MySQL:	The	user	account	requires	TLS_Option.	Alter	User
"Follower"	@	"requires	between	antensive_option;	[TLS_Option:	{SSL	had	X509	before	Cipher	'Cipher'	before	Issuer	'Issuer'	Adere	'Subject'	Add	client	certificates	and	its	RaÃz	Certificates	at	APM.KEYTOR	FILE	UNDER	-	Applications	Manager	Home	Information	/	Working	/	CERT	/	Directory.	Add	the	monitor	by	enabling	the	option	'SSL'	on	the	Add
New	Monitor	page.	If	the	monitor	is	already	added,	update	the	'SSL'	option	in	the	Edit	Monitor	page.	Oracle	Database	Servers	A	user	with	functions	Connect	and	Select_Catalog_Role	are	necessary	for	Oracle	monitoring	at	Applications	Manager.	Configure	a	user	with	these	permissions	and	use	the	credentials	in	Applications	Manager	Prerequisites	to
monitor	the	Méricle	Alert	Start	session	as	a	SYS	user	and	run	the	following	queries:	Create	or	replace	the	V_	$	view	AppMan_AlertLog_EXT	as	Select	*	from	X	$	DBGalertext	Create	or	Replace	Public	Synonym	V	$	AppMan_Alertlo	g_ext	for	sys.v_	$	appman_alertlog_ext	grant	select	on	v	$	appman_alertlog_ext	to	[UserUsedforOraCledBServerMonitor]
For	versions	of	Oracle	12C	&	GT;	Above:	Create	or	replace	the	AppMan_alertLog_VW	view	as	selected	*	from	X	$	DBGalertext	Create	or	replace	Public	Sinonim	compatible	with	Oracle	version	11g	and	above	only.	Log	in	as	a	SYS	user	and	perform	the	following	queries:	Create	or	replace	the	v_$appman_redolog_cp_ext	view	as	you	select	*	from
x$kcccp	Create	or	replace	the	public	synonym	for	sys.v_$appman_redolog_cp_ext	Grant	select	on	v$appman_redolog_cp_ext	to	[USERUSEDFORORACLEDBSERVERMONITOR]	Create	or	replace	the	v_$appman_redolog_le_ext	view	as	select	*	from	x$kccle	Create	or	replace	the	v$appman_redolog_le_ext	for	sys.v_$appman_redolog_le_ext	Grant	select
on	v$appman_redolog_le_ext	to	[USERUSEDFORORACLEDBSERVERMONITOR]	For	versions	of	Oracle	12c	>	above:	Create	or	replace	the	appman_redolog_cp_vw	view	as	select	*	from	x$kcccp	Create	or	replace	the	public	synonym	appman_redolog_cp_view	for	sys.appman_redolog_cp_vw	Grant	select	on	appman_cp_view	to
[USERUSEDFORORACLEDBSERVER]	Create	or	replace	the	appman_redolog_le_vw	view	as	select	*	from	x$kccle	Create	or	replace	the	public	synonym	appman_redolog_le_view	for	sys.appman_redolog_le_vw	Grant	select	on	appman_redolog_le_view	to	[USERUSERUSEDFORORACLEDBSERVERMONITOR]	The	following	are	the	requirements	to
monitor	Oracle	Data	Guard	metrics	under	the	RPO	tab:	The	role	of	the	database	should	be	PRIMARY	or	PHYSICAL	STANDBY	or	STANDBY	LOGICAL.	For	the	role	of	the	PRIMARY	database,	the	state	of	change	should	not	be	so	NOT	ALL.	The	database	paper	and	the	change	status	can	be	found	by	running	the	following	queries:	SELECT
database_role,switchover_status	FROM	SYS	v$database	or	SYSTEM	or	Common	User	with	CONNECT	and	SELECT_CATALOG_ROLE	functions	is	necessary	to	monitor	PDBs	Oracle.	If	the	common	user	is	chosen	for	monitoring,	then	the	following	privilege	must	be	provided	by	the	connection	to	the	container	CDB	with	the	user	SYS:	alter	user	set
container_data=all	container	=	current;	For	example,	alter	user	C##APM	set	container_data=all	container	=	current;	The	user	of	C#APM	has	now	received	the	privilege	of	SELECT	role	to	access	all	the	objects.	If	PostgreSQL	is	on	a	remote	server,	you	must	allow	connections	from	the	App	Manager	server.	To	do	this,	follow	theSteps:	Allow	remote
connection	of	the	Application	Manager	in	PostgreSQL	Open	postgresql.	conf	file	under	the	PostgreSQL	Home	key	Configuration	parameter	check	value	It	is	using	the	local	default	value,	it	must	be	changed	to	the	TCP	/	IP	addresses	in	which	the	PostgreSQL	must	listen	to	the	application	manager	connections.	You	can	change	it	to	*	(corresponds	to	all
available	IP	interfaces)	as	then:	listen_addresses	=	'*'	Click	here	to	get	more	details	about	the	PostgreSQL.conf	file.	Open	the	PG_HBA.CONF	file	in	/	Data	Add	the	following	new	line	to	allow	all	remote	user	connections	of	PostgreSQL	from	Application	Manager	Server:	Host	All	All	0.0.0.0	/	md5	Host	All	All	::	0/0	MD5	Click	here	for	more	details	about
the	set	configuration	pg_hba.conf.	The	user	privileges	required	administrator	use	the	statistics	collector	of	the	PostgreSQL	subsystem	and	some	integrated	views,	such	as	pg_class,	pg_database,	pg_index,	pg_locks,	pg_namespace,	pg_proch,	pg_poc,	pg_ricional_slots,	pg_state_statements,	pg_stat_statements,	pg_taters,	pg_tergers,	pg_user	To	monitor
activity	of	the	PostgreSQL	server.	The	user	provided	for	monitoring	must	have	at	least	read-only	access	only	to	the	statistical	collector	and	the	mentioned	views	previously.	For	postgreSQL	versions	below	10:	Create	a	user	with	the	following	privileges:	Create	user	with	the	password	'';	Scholarship	Select	on	pg_stat_database	to	To	monitor	replication
methods,	the	user	of	the	database	is	required	to	have	replication	privilege	(if	the	replication	is	configured).	Run	the	following	query	to	update	the	DB	user	with	replication	privilege:	Alter	the	user	with	replication;	To	list	the	methods	related	to	the	configuration	and	the	WAL	file	count,	the	user	in	the	database	must	have	superuser	privilege.	Run	the
following	query	to	update	the	of	DB	with	superuser	privilege:	(optional)	alter	the	user	with	the	superuser;	For	PostgreSQL	versions	10	and	higher:	To	monitor	all	metrics,	run	the	following	query:	Create	role	With	login	NOSUPERUSER	NOCREATEDB	NOCRETEATEBEAT	WOUND	REPLICATION	REPLICATION	REPLICATION	CONNECTION	LIMIT	-1
'xxxxxx';	Grant	pg_monitor	to	;	Grant	Execute	in	function	PG_LS_DIR	(text)	to	;	user>;	to	be	enabled	on	the	PostgreSQL	server:	To	monitor	major	CPU	queries,	include	the	following	lines	in	the	postgresql.conf	file:	shared_preload_libraries	=	’pg_stat_statements'	pg_stat_statements.track	=	all	Then	run	the	following	query	in	PostgreSQL:	EXTENSIÃ​N
CR	EADO	pg_stat_statements;	After	implementing	the	above	steps,	restart	the	PostgreSQL	server.	Note:	After	implementing	the	above	steps,	a	reboot	of	the	PostgreSQL	server	is	required	for	the	changes	to	take	effect.	Limitations	on	monitoring	PostgreSQL	replication:	Replication	is	not	monitored	for	PostgreSQL	server	version	9.0	&	9.1.	The	master
server	and	the	slave	server	must	be	on	different	machines.	More	than	one	slave	should	not	run	in	the	same	machine.	Connections	to	any	server	(i.e.,	master	or	slave)	via	Unix	socket	cannot	be	monitored.	Supported	Versions:	Applications	Manager	supports	monitoring	of	Sybase	ASE	12.5.3	and	higher.	To	monitor	a	Sybase	ASE	database	monitor,	the
minimum	privileges	required	by	the	user	are	as	follows:	There	are	privileges	selected	for	a	few	frames	in	the	main	database.	They	are:	master.dbo.systransactions	master.dbo.spt_values	master.dbo.sysprocesses	master.dbo.sysdatabases	master.dbo.syslogins	master.dbo.monProcessStatement	master.dbo.monProcessSQLText
master.dbo.monOpenDatabases	User	with	my_role,	to	run	a	system	procedure	called	“sp_monitorconfig”	To	provide	the	privileges	mentioned	above,	use	the	following	commands	in	the	Sybase	ASE	database:	exec	sp_role	’grant',	’mon_role',	Identify	Principle	Name	';	(initial	name	assigned	to	the	user)	grant	select	in	master.dbo.systransactions	to
×​user-name	tÃ	User	title;	grant	select	in	master.dbo.spt_values	Execute	the	above	commands	on	the	Sybase	SQL	shell.the	ngdbc.jar	file	in	the	location	≤	Applications	Manager	Home	parent/working/classes.	ngdbc.jarÂ	can	be	copied	from	the	SAP	HANA	Client	folder	installed.	Click	here	to	download	SAP	HANA	Client	If	HANA	runs	on	demand,	in
addition	to	the	above,	you	need	SAP	Cloud	Platform	SDK.	However,	this	is	not	necessary	for	HANA	On-premise.	Click	here	to	download	the	SAP	Cloud	Platform	SDK.	The	downloaded	zip	should	be	extracted	in	the	folder	θApplications	Manager	Home	planning/working/hanacloud.	After	extraction,	check	if	the	folder	is	available.	Restart	the	Application
Manager	after	taking	the	steps	above.	Provide	the	following	privileges	for	SAP	HANA	DB	user.	Privileges	of	the	CATALOGUE	LECTURA	system.	SELECT	object	privilege	in	the	_SYS_STATISTICS	scheme.	To	grant	the	above	privileges,	execute	the	following	sentences	in	the	SAP	HANA	SQL	console	(subtitle	USER_NAME	by	the	real	user	name	of	the
HANA	database)	GRANT	MONITORING	to	ك	USER_NAME		CALL	GRANT_ACTIVATED_ROLE	('sap.hana.admin.roles:Monitoring','	USER_NAME	')	SAP	MaxDB	The	following	are	the	prerequisites	that	must	be	met	to	oversee	SAP	MaxDB	in	the	Application	Manager:	X-Server	must	be	in	operation.	the	sapdbc.jar	file	should	be	copied	in	the	folder
≤Applications	Manager	Home	planning\king\classes.	By	default,	this	jar	will	be	available	in	the	installation	folder	of	SAP	MaxDB	under	the	directory	θMaxDB_InstallationPath	parent\runtime\jar.	SQL	Anywhere	Applications	Manager	supports	SQL	Anywhere	monitoring	from	version	17.	We	use	system	procedures	to	monitor	the	SQL	Anywhere	server.
To	monitor	the	SQL	Anywhere	server,	the	DB	user	must	have	the	following	privileges:	Privileged	to	manage	any	DBspace.	Any	of	the	following	roles:	Server	Monitor	or	Operator	or	Network	ConnectionMore	about	the	privileges	of	the	system,	click	here.	Note:	Only	the	databases	will	be	monitored	that	can	be	accessed	with	the	user	credentials
indicated.	A	DB2	user	with	SYSMON	instance	level	authority	is	required	to	monitor	the	DB2	server.	Long-term	consultations	(available	from	version	9.7	&	&	To	monitor	the	'long	execution	queries',	the	user	must	have	the	following	authorization:	select	Privilege	in	the	details	of	the	MON_CURRENT_SQL	administrative	view	session	(available	in	version
9.7	and	above):	to	monitor	'Setting	details',	the	user	must	have	one	of	the	following	Authorizations:	Run	privileges	in	the	'sysproc.mon_get_connection'	routine.	Minimum	user	privileges:	to	monitor	IBM	DB2	V.8	and	V.9,	the	user	must	be	able	to	access	the	SYSPROC	procedures.	To	monitor	IBM	DB2	V.10	and	above,	the	user	must	be	able	to	access
SYSIBMADM	functions	and	SYSPROC	procedures.	Granting	a	privilege	to	the	user:	Sign	in	to	the	DB2	command	line	processor	and	then	execute	the	statement:	Grant	Authority	PHP	in	the	database	to	the	user	.	username	Where,	θAuthority	censo	can	be	any	of	the	following:	Connect,	Load	to	learn	how	Grant	a	privilege	to	a	user,	consult	here.	Cloud
applications	Azure	Microsoft	Azure	Azure	Monitor	can	be	added	using	3	methods,	discovery	using	AD	IMPLEMENTATION	&	PRINCIPAL	SERVICE	â	€	"1.	Create	an	Active	Directory	app:	Sign	in	to	Azure	Portal	(	)	using	Microsoft	account	credentials	(@	Outlook.com	or	@	live.com)	use	which	the	subscription	was	created.	Select	Azure	Active	Directory.
Select	application	logs.	Select	New	Registration.	After	entering	the	relevant	details,	click	Register.	2.	Acquiring	tenant	ID,	customer	ID	and	customer	secret	(approach	location):	tenant	ID:	select	Azure	Active	Directory.	From	application	logs	in	Azure	AD,	select	your	application.	Copy	the	value	given	as	a	directory	ID	(rentice).	This	is	your	tenant	ID.
Customer	ID:	select	Azure	Active	Directory.	From	application	logs	in	Azure	AD,	select	your	application.	Copy	thegiven	as	request	ID	(client).	This	is	your	client’s	ID.	Client	secret	(application	key):	Select	Azure	Active	Directory.	From	app	records	in	Azure	AD,	select	your	application.	Select	Certificates	and	Secrets.	Select	Client	Secrets	->	New	Client
Secrets.	Provide	a	description	of	the	secret	and	a	(Preferably	24	months)	select	Add.	Credential	will	be	updated	for	the	same	AD	application	and	will	copy	the	new	secret	customer	value	and	this	is	the	customer's	secret	(application	class).	To	learn	more	about	the	creation	of	the	Customer	Secret,	see	here.	3.	Assign	a	paper	to	the	app:	Select	the
Subscriptions	from	your	home	page.	Select	the	particular	subscription	to	assign	the	application	to.	Select	access	control	(AMI).	Select	Add	√≥	Add	Paper	Allocation	to	open	the	Add	Paper	Allocation	page.	Select	the	paper	you	want	to	assign	to	the	application.	Select	the	paper	as	Owner	or	Contributor.	Select	User,	group	or	service	director	in	Assign's
access	to	download.	Find	your	application	and	select	it.	Select	Save	to	end	by	assigning	the	paper.	To	learn	more	about	assigning	a	paper	to	the	application,	see	here.	4.	Provide	customer	ID,	tenant	ID	and	application	key	(Client	Secret)	on	the	new	Azure	monitoring	page	of	the	Application	Manager.	Discover	using	Azure	Organizational	Account
(Powershell)	–	Mode	2	1.	Install	the	Powershell	module	on	the	Application	Manager	server:	For	the	15170	versions	of	the	Application	Manager,	you	must	install	the	Az	Powershell	module.	To	install	the	Az	Powershell	module,	follow	the	following	steps:	Open	Powershell	prompt	with	Administrator	privileges.	Run	the	following	commands:	#	Install	the
Az	module	of	the	PowerShell	Gallery	Install-Module	-Name	Az	-RequiredVersion	6.2.1	To	check	if	the	modules	are	installed	successfully:	Open	Powershell	prompt	with	Administrator	privileges.	Run	the	following	command,	Connect-AzAccount	If	this	opens	a	pop-up	asking	for	Azure	credentials,	this	means	the	necessary	modules	are	installed
successfully.	Note:	If	you	already	have	the	Powershell	AzureRM	installed,	you	must	uninstall	it	before	installing	the	Az	Powershell	module	using	thecommand:	Uninstall-AzureRm	If	you	face	any	problems,	kindly	consult	this	link.	For	versions	of	Application	Manager	up	to	15160,	install	the	Powershell	AzureRM	module.	To	installPowershell	Module,
follow	the	following	steps:	Open	Powershell	prompt	with	Administrator	privileges.	Run	the	following	commands:	#	Install	the	Azure	Resource	Manager	modules	from	the	PowerShell	Install-Module	AzureRM	Gallery	In	case	you	get	the	following	error	when	running	the	previous	command,	then	install	the	downloader	from	Install-Module:	The	term
'Install-Module'	does	not	install	the	prompt	file,	operates	the	script.	Run	the	following	command,	Login-AzureRmAccount	If	this	opens	a	pop-up	asking	for	Azure	credentials,	this	means	the	necessary	modules	are	installed	successfully.	2.	Create	an	organization	account	with	Microsoft	Azure	administrator	permissions	Sign	in	to	Azure	Portal	(	using
Microsoft	account	credentials	(@outlook.com	or	@live.com)	using	which	the	subscription	was	created.	Select	Active	Directory.	Select	the	default	directory	Select	Users	and	then	select	New	User.	In	the	User	page,	enter	the	required	information	for	this	user	-	Username,	Pilgrim	name,	Surname,	Groups	and	Role.	Note	your	user's	email	ID	and
password	(	Autogenerated	into	the	password	box	after	entering	the	above	details).	Select	Create.	3.	Assign	the	global	administrator	role	to	your	organization	account	Log	in	to	Azure	Portal	(	.	Search	and	select	Active	Directory.	Select	Users.	Select	the	user	for	which	the	global	administrator	role	should	be	assigned.	On	the	User	Profile	page,	select
Assigned	Functions	and	then	click	Add	Allocation.	Search	and	select	the	Global	Administrator	role.	After	selecting	the	paper,	click	Add	button.	Paperglobal	administrator	will	be	assigned	to	the	required	user.	After	all	the	steps	above,	Subscribe	to	the	current	account.	Log	in	using	the	email	address	and	the	temporary	password	created	recently	You
will	beTo	change	the	password,	when	you	start	session	for	the	first	time,	change	and	write	down	the	new	password	provide	this	email	ID	to	the	field	Â	«User	email»	and	password	to	the	field	Â	«password»	in	the	page	GINA	new	monitor,	while	using	the	"Azure	Organizational	Account	(PowerShell)	mode	of	the	Application	Manager.	OAuth	Mode	«Mode
3	1.	Create	Application	Active	Directory:	Start	SESSION	in	Azure	Portal	(	)	using	the	Microsoft	account	credentials	(@	outlook.com	o	@	live.com)	with	the	That	the	subscription	was	created.	Select	Azure	Active	Directory.	Select	application	records.	Select	New	Registration.	After	entering	the	relevant	details,	click	on	Regision	2.	Get	Tenant	ID,	Client
ID	and	Client	Secret:	Tenant	ID:	Select	Azure	Active	Directory.	In	Application	Records	in	Azure	AD,	select	your	application.	Copy	the	value	given	as	a	directory	ID	(tenant).	This	is	your	tenant	identification.	Client	ID:	Select	Azure	Active	Directory.	In	Application	Records	in	Azure	AD,	select	your	application.	Copy	the	value	given	as	Application	ID
(client).	This	is	your	client	ID.	Client	Secret:	Select	Azure	Active	Directory.	In	Application	Records	in	Azure	AD,	select	your	application.	Select	Certificates	&	Secrets.	Select	customer	secrets	->	new	customer	secret.	Provide	a	description	of	the	secret,	and	a	duration.	(Preferably	24	months)	Select	Add.	The	credential	will	be	updated	for	the	same	AD
application	and	copy	the	new	secret	value	of	the	client	and	this	is	the	secret	of	the	client.	To	know	more	about	the	creation	of	the	secret	client,	consult	here.	3.	Assign	a	role	to	the	application:	select	Subscriptions	from	the	main	page.	Select	the	special	subscription	to	which	to	assign	the	application.	Select	Access	Control	(IAM).	Select	Add>	Add	Roles
Assign	to	open	the	Add	Assignment	page	Select	the	role	you	want	to	assign	to	the	application.	Select	the	role	as	an	owner	or	collaborator.	Select	User,	group	or	service	main	to	assign	access	to	deploy.	Look	for	your	application	and	select	it.	Select	Save	to	finish	assigning	the	To	learn	more	about	assigning	a	paper	to	the	application,	see	here.	4.
Provide	the	customer	ID,	the	tenant	ID	and	the	Customer	Secret	on	the	new	Azure	monitoring	page	of	the	Application	Manager.	4.	Application	Registration	Permits	Select	your	application	created	under	Azure	Active	Directory	→	Application	Registration.	On	the	general	page	of	the	application,	click	'API	submissions'	available	on	the	left	panel.	Click
'Add	a	Permission'	option,	select	'Azure	Service	Management'	and	choose	'Delegated	Permits'.	Select	the	'user_impersonation'	permission	and	then	click	'Add	permissions'.	Finally,	click	"Grant	admin	consent	for	APM".	Steps	to	create	an	OAuth	Supplier	for	Azure	monitor:	In	Applications	Manager,	go	to	Admin	→	OAuth	Supplier	and	select	Add	OAuth
Supplier.	(Make	sure	that	you	have	registered	from	a	fully	qualified	domain	name	as	on	the	help	card)	Copy	the	URL	to	redirect	from	the	Add	OAuth	Provider	window.	On	the	Microsoft	Azure	console,	go	to	Azure	Active	Directory	from	the	left	panel,	select	App	logs	and	click	on	the	required	application.	On	the	general	page	of	the	application,	click	on
the	link	available	under	Redirect	URIs	and	paste	the	redirected	URL	copied	from	the	Add	OAuth	Provider	window.	Click	Save.	Now	copy	the	application	ID,	the	secret	and	tenant	client	ID	obtained	in	the	previous	steps	and	complete	the	Add	OAuth	Provider	window.	Complete	the	necessary	details	as	mentioned	below:	Grant	Type	-	Authorization	Code
Endpoint	URL	Authorization	-	ratio/oauth2/authorize	Token	endpoint	URL	-	Application	Method	-	Mailing	Body	Request	Body:	Name	-	Resource	value	-	:	the	remaining	fields	must	remain	predetermined.	click	authorizing	button	and	authorizing	the	use	of	the	account	to	log	in	to	sugar.	once	created,	check	if	token	access	and	refresh	token	are
generated.	use	this	oauth	provider	in	theThe	new	Azure	monitor	page.	Azure	virtual	machines	Enable	the	diagnostic	extension	for	Windows	and	Linux	VMS	steps	to	enable	the	diagnostic	extension	for	Windows	VMS:	Sign	in	at	Azure	Portal	(	)	using	the	'Administrator'	credentials	Ship	to	your	virtual	machine.	Click	on	'Diagnostic	Settings'	on	the
vertical	panel.	Select	the	'Agent'	tab	and	click	'Clear'	at	the	bottom,	as	shown	in	the	image	below.	Under	the	'General	Description'	tab,	click	'Enable	Guest	Level	Monitoring'	and	click	Save	as	shown	in	the	image	below.	In	the	Performance	Counters	tab,	all	the	basic	metrics	are	chosen	by	default,	and	the	metrics	monitored	in	the	application	manager
are	included	in	it.	If	the	user	wishes	to	enable	the	diagnosis	only	for	the	monitored	metrics,	select	Customize	and	select	the	metrics	listed	below	and	click	Save.	Count\cHFF	in	the	name	of	the	Azure	portal	metrics	in	the	application	manager	\\cHQ	processor	information	\\%	User	time	\\cHQ	processor	information
\\cHFF\cH\cHYFF\cHYFF\cHYFF\cHYFF\cHYFF\cHYFF\cHYFF\cHYFFEYS\cHEAD	Unpaid	bytes	Restart	the	VM	steps	forThe	diagnostic	extension	for	Linux	VMS:	Start	Sesión	in	Azure	Portal	(	)	using	the	'Administrator'	credentials	navigate	to	your	virtual	machine.	Click	on	'Diagnostics	Settings'	on	the	vertical	panel	in	'Monitoring'.	To	uninstall	the	old
diagnostic	agent	and	reinstall,	go	to	'Agent'	and	click	on	'Delete'	to	delete	the	current	diagnostics	agent.	On	the	same	page,	now	choose	a	storage	account	from	the	drop-down	menu	and	then	'Enable	guest	level	monitoring'	to	enable	VM	diagnosis.	To	reduce	the	amount	of	data	stored	in	storage	account	tables,	set	only	the	required	diagnostics	instead
of	all.	Once	the	diagnostic	settings	are	updated	correctly,	in	the	same	panel,	click	'Métricas'	and	then	click	'Custom'	and	remove	the	unwanted	metrics.	See	the	image	below	to	see	the	required	metrics	and	their	configuration.	In	addition,	set	the	aggregation	intervals	to	1	minute	(choose	only	'PT1M'	and	remove	other	intervals	such	as	'PT1H',	'PT5M',
etc.)	and	finally	click	'Save'	to	save	the	settings.	Note:	In	the	Application	Manager,	we	recover	the	MV	diagnostics	only	from	PT1M	tables.	Settings	of	only	the	required	metrics	and	the	aggregation	settings	at	1	minute	is	primarily	to	reduce	your	Azure	storage	cost	by	avoiding	unwanted	storage.	In	addition,	remove	the	old	tables	from	the	configured
storage	account	to	minimize	the	storage	cost.	Metrics	name	in	Azure	Metric	portal	Applications	Manager	name	/	internal	order	/	disk	/	averagereadtime	Average	reading	time	/	internal	order	/	disk	/	averagewritetime	Write	Normal	/	internal	order	/	memory	/	available	memory	(MB)	/	internal	order	/	memory	/	percentusedswap	mobile	memory	used
Time	(%	)	/	internal	order	/	memory	usedmemory	(MB)	To	verify	if	the	diagnostic	agent	works	properly	by	storing	the	diagnostic	metrics	in	the	configured	storage	account:	in	the	Azure	portal,	go	to	thevirtual	and	click	'Métricas'	on	'Monitoreo'	on	the	left	panel.	Make	sure	that	the	'Ambito'	is	pointing	to	the	respective	virtual	machine	and	choose
'Invited	(Classic)'	in	the	drop-down	menu	"Metric	Names".	Choose	a	metric	of	a	metric,	check	by	selecting	'CPU	Inactivity	Time'	in	the	'metric'	drop-down	menu	and	check	the	data	points	for	the	current	time	mark	below:	General	Behavior	Note:	In	case	you	areThe	resource	group	of	any	virtual	machine	on	the	Azure	portal,	then	provide	the	updated
details	(name	of	the	resource	group	and	resources	of	the	virtual	machine)	on	the	edit	the	monitor	of	that	machine	Virtual	in	the	application	manager	for	the	collection	of	data	that	may	happen.	Monitoring	of	the	guest	operating	system:	Métric	Control	When	the	visiting	system	monitoring	is	enabled	for	the	use	of	Network	Discs	Network	Interface
Service	Monitoring	Note:	The	Guest	Means	will	be	available	only	in	the	facilities	Windows	of	the	Application	Manager	for	Windows	VMS.	1.	Perform	the	following	steps	in	the	Azure	portal.	Start	session	in	Azure	Portal.	Open	Azure	Cloud	Shell.	Run	the	following	Enable-AzvMPSremoting	command	-Name	'VM-HostName'	-ResourceGroupName	'VM-
ResourcegroupName'	-Protocol	Https	-Stype	Windows	where	you	need	to	replace	'VM-HostName'	and	'VM-ResourcegroupName'	with	the	name	of	the	group	name	and	resources	of	the	VM	for	which	Guest's	meters	must	be	monitored.	This	allows	PowerShell	removal	for	the	respective	VM	with	HTTPS	protocol.	To	know	more,	click	here.	2.	Execute
application	manager	with	administrator	privilege.	3.	Perform	the	following	steps	on	the	Application	Manager	server	to	enable	PowerShell	extraction	(to	pick	upsets	by	removing	the	VM	Azure).	Open	PowerShell	Prompt	with	administrator	privileges.	Run	the	following	commands:	Unrestricted	execution	policy	If	the	previous	cmdlet	produces	an	error
as	below,	you	can	configure	the	PowerShell	Script	execution	through	Group	Policy	Editor:	#	to	configure	Windows	PowerShell	for	removal,	type	the	following	command:	Allow-PSREMOTING	-FORCE	#	To	configure	the	TrustedHosts	configuration	to	ensure	that	the	application	manager	can	rely	on	the	connections	of	Servers:	Set-Item	WSMAN:	\
LocalHost	\	Client	\	TrustedHosts	*	To	increase	the	maximum	number	of	concurrent	shells	that	a	user	can	open	remotely:	Set-item	WSMAN:	\	Localhost	\	Shell	\	MaxShellsperUser	-Value	25	-WarningAction	SilentlyContinue	#	To	establish	a	leisure	time	value	for	sessions:	Determines	how	much	time	is	kept	open	the	session	if	the	remote	remote	control
Do	not	receive	any	communication	from	the	local	computer,	including	the	heartbeat	signal.	When	the	interval	expires,	the	session	closes:	Set-item	WSMAN:	\	Localhost	\	Shell	\	IdleTimeout	-	Value	60000	-WarningAction	SilentlyContinue	#reinitiate	the	WinRM	service	so	that	the	changes	take	effect:	Restart	the	WinRM	Set	Configure	PowerShell	Script
Execution	Via	Group	Policy	Editor	Open	the	Control	Group	Politics	Editor	panel	†	'Edit	group	policy	(O)	Run	GDEDIT.MSC	from	the	start	menu.	To	configure,	navigate	under	computer	configuration	to	policies	\	administrative	templates	\	Windows	components	\	Windows	Shell	power.	You	should	see	an	adjustment	called	Activate	the	execution	of	the
script	as	in	the	following	image:	Double-click	on	the	setting.	You	will	want	to	enable	it	and	select	an	option	from	the	fall	down.	Set	it	to	â	€	œPermit	all	scriptsâ	€.	Click	on	Apply	and	OK.	Microsoft	Azure	SQL	Database	is	then	the	requirements	to	monitor	database	consultation	statistics	in	Azure	SQL	Database	Monitor:	Firewall	Rules	Configuration	on
the	Portal:	On	the	Azure	portal,	navigate	to	the	Azure	SQL	database	to	be	monitored	-	CONFECTION	click	on	overview	-	Select	Set	Server	Firewall	-	Trust	Add	your	client	IPS	to	the	list.	The	client	must	add	all	his	public	IPS	under	the	firewall	configuration	on	the	SQL	server.	Reference	link	for	server	firewall	fixation	allowing	outgoing	access	at	port
1433:	For	application	manager	to	access	and	monitor	the	Azure	SQL	database,	make	sure	that	the	Firewall	on	your	network	and	the	Applications	Manager	installed	server	allows	the	Outgoing	communication	at	the	TCP	port	1433.	Microsoft	365	Prerequisites	for	added	the	monitor:	The	Microsoft	School	/	School	Account	365	that	uses	for	these
procedures	needs	to	be	a	member	of	a	Microsoft	administration	role	For	more	information,	see	About	Microsoft	365	management	functions.	The	Microsoft	365	management	account	used	for	monitoring	should	assign	the	following	roles:	Exchange	Manager,	SharePoint	Manager	or	Microsoft	Teams	Manager.	Limitation:	Multifactor	authentication
accounts	are	notYou	can	use	the	following	64-bit	versions	of	Windows:	Windows	10	Windows	8.1	or	Windows	8	Windows	Server	2019	Windows	Server	2016	Windows	Server	2012	R2	or	Windows	Server	2012	Windows	Server	2008	R2	SP1*	You	need	to	use	a	64-bit	version	of	Windows	due	to	the	requirements	for	Microsoft	365	modules.	Power	Version
4	or	above.	To	check	the	installed	PowerShell	version,	open	a	PowerShell	warning	and	run	the	following	command:	≤$PSVersionTable	Check	the	PSVersion	attribute	from	the	output	to	find	out	the	version.	You	need	to	install	the	following	modules	to	monitor	Microsoft	365:	Microsoft	Online	Service	Sign-in	Assistant	for	IT	Professionals	RTW	(Needed
for	Windows	Server	2012	&	below)	Learn	more	Windows	Azure	Active	Directory	Module	for	Windows	Power	Shell	SharePoint	Online	Powershell	Module	Exchange	Online	PowerShell	V2	module	(EXO	V2	module)	(Optional)	Note:	For	huge	mailbox	data,	we	prefer	the	EXO	module	optimized	to	connect	and	search	for	data.	In	that	case,	activate	'Use
Exchange	Online	Powershell	V2	Module'	checkbox	on	the	Exchange	Online	Edit	Monitor	page	and	install	the	EXO	module	for	the	collection	of	Exchange	Online	Mailbox	statistics.	Microsoft	Teams	Power	Shell	Module:	(for	15110	versions	of	Applications	Manager)	Open	Energy	Shell	Window	in	Admin	mode	and	run	the	following	command:	Install-
Module	Microsoft	Equipment	-Required	Version	2.3.1	If	the	error	occurs	and	asks	you	to	use	-AllowClobber,	run	the	following	command:	Install-Module	Microsoft	Equipment	-Required	Version	2.3.1	-AllowClobber	Once	done,	run	the	following	command	to	install	the	Preview	version:	Install-Module	PowerShellGet	-Force	-AllowClobber	Once	done,	close
the	PowerShell	window.	Then	open	a	new	window	and	execute	the	following	command:	Install-Module	Microsoft	Teams	-AllowPrerelease	-RequiredVersion	"1.1.9-preview"	Windows	Power	Shell	needs	to	be	configured	to	run	scriptsdata	collection.	To	do	this,	run	the	following	command	on	an	elevated	Windows	PowerShell	session	(a	Windows	Windows
PowerShell	window	Open	by	selecting	Run	as	administrator).	To	configure	Windows	PowerShell	for	removal,	type	the	following	command:	Enable-PSremoting	-force	Configure	the	TrustedHosts	setting	on	the	Application	Manager	computer,	so	that	remote	computers	can	rely	on	it:	Set-item	WSMAN:	\	localhost	\	Client	\	TrustedHosts	*	Set	Execution
Policy:	Set-ExecutionPolicy	Unrestricted	Restart	Windows	Remote	Administration	(WINRM)	so	the	new	configuration	will	have	effect:	Restart-Service	WinRM.	Enable	TLS	1.2:	Use	TLS	1.2	with	Office	Online	Server	requires	a	strong	cryptography	in	.NET	Framework	4.5	or	higher.	To	enable	the	solid	cryptography	in	.NET	Framework	4.5	or	higher,
add	the	following	registry	keys:	[HKEY_LOCAL_MACHINE	\\\	Software	\\\	Microsoft	\\.	NetFrameWork	\\	v4.0.30	319]	Â	«Schusestrongcrypt»	=	DWORD:	00	000	001	[HKEY_LOCAL_MACHINE	\\	software	\\\	wow6432node	\\	microsoft	\\.	Netframework	\\\	v4.0.30	319]	Â	«SchusestrongCrypto»	=	DWORD:	00	000	001	To	add	the	previous	registration
keys	through	the	symbol	CMD:	Open	the	command	symbol	->	Run	as	Administrator:	Enter	the	following:	REG	Add	HKEY_LOCAL_MACHINE	\	Software	\	Wow6432Node	\	Microsoft	\	.NetFramework	\	v4.0.30	319	/	V	SchusestrongCrypto	/	T	REG_DWORD	/	D	1	REG	AÃEADIR	HKEY_LOCAL_MACHINE	\	Software	\	Microsoft	\	.NetFramework	\	v4.0.30
319	/	V	SchusestrongCrypto	/	T	REG_DWORD	/	D	1	Prerequisites	To	enable	service	health	monitoring	Go	to	e	start	session	with	administrator	credentials	of	Microsoft	365.	Go	to	Application	Records	and	choose	New	Intr	Registration	Hurn	a	name	and	click	on	Register.	On	the	general	description	page	of	the	application,	copy	the	directory	(tenant)	ID
and	the	application	ID	(client)	ID	Go	to	API	permissions	â	€	¢	Choose	Add	permission	Select	Microsoft	365	Management	API	Ã	¢	Â	¢	Permissions	Application	Ã	¢	¢	ServiceHealth	Ã	¢	¢	ServiceHealth.lea	and	click	Add	permission.	Choose.	a	permission	and	select	Microsoft	Graph	Application	Permissions	Reports	Reports.Read	everything	and	click	Add
Permission.	Now	grant	access	to	the	administrator	for	the	tenant.	Go	to	Certificates	&	Secrets	Ã¢	ÌÀ	New	Client	secret	Add	a	name	to	the	Description,	Description,	Go	as	never	and	click	Add.	Copy	the	value	of	that	secret	from	the	client.	Now	paste	all	the	values	​​copied	in	their	respective	text	boxes	on	the	Add	Monitor	and	Continue	page.	AWS
monitoring	in	Application	Manager,	we	require	AWS	access	keys	[Access	key	and	AWS	secret	access	to	authenticate	and	recover	the	key	performance	methods	of	the	AWS	Portal.	Click	here	to	learn	more	about	the	access	keys.	In	addition	to	the	secret	keys,	we	also	require	"List"	and	API	permissions	"LEAD".	In	addition,	we	require	API	permissions	of
"writing"	action	type	for	Amazon	EC2	shares	actions	[Start,	Stop,	Restart]	alone.	By	default,	AWS	users	with	administrator	privileges	have	access	to	all	AWS	services	APIs.	If	the	user	wishes	to	grant	administrator	access	privileges,	it	can	provide	the	administration	user	access	keys	to	configure	AWS	monitor.	However,	if	the	user	wishes	to	provide
limited	permissions	access	keys,	then	it	needs	to	create	a	separate	policy	with	the	required	APIs	and	attach	this	policy	to	an	IAM	user.	This	can	be	done	directly	or	can	be	attached	to	the	'group'	in	which	the	IAM	user	is	associated.	Click	here	to	know	the	steps	involved	in	creating	a	policy	and	attaching	it	to	the	IAM	user.	There	are	two	ways	to	create
a	politics.	On	the	"Create	Politic"	page:	If	you	choose	the	"Visual	Editor"	tab,	you	can	refer	the	"service	name"	of	the	columns	in	the	AWS	portal	"and"	API	List	"on	the	table	below,	for	Identify	the	respective	APIs	for	each	AWS	service.	On	the	"Create	Politic"	page:	If	you	choose	the	"JSON"	tab,	you	can	copy	and	paste	the	content	of	the	politics	that	is
then	found	to	create	the	policy.	List	API	that	is	required	for	each	AWS	service	supported	in	Application	Manager:	APM	Monitor	Category	Service	Name	AWS	Portal	Name	AWS	API	List	AWS	Monitor	Authentication	/	Addendum	STS	(Security	Token	Service)	GetCallerIntity	To	collect	CloudWatch	Cloudwatch	performance	metrics	GetMetricData,
GetTetricStatistics	Invoicing	Statistics	COST	EXPLORER	SERVICE	GETCOSTANDUSAGE,	GETCOSTMOECAST	DYDescribe:"List":	"List":	"Attributes":	"Attributes":	"Description"	Note:	You	can	check	the	images	below	for	your	reference.	Using	the	Visual	Editor	to	add	a	policy:	Using	the	JSON	format	for	added	a	policy:	Amazon	EC2	instances	to	collect
medical	levels	of	operational	level	as	memory	and	disk,	it	must	deploy	the	cloud-watch	agent	within	the	EC2	instance.	The	agent	will	send	your	data	to	Cloud-Watch	from	where	the	application	manager	clutches	it	and	shows	it	on	the	console.	Click	here	to	learn	more	about	how	you	can	pick	upsets	from	Amazon	EC2	instances	and	local	servers	with	the
Cloud-Watch	agent.	The	users	of	the	AWS	account	must	use	your	AWS	Access	password	and	secret	access	key	to	add	an	AWS	monitor	on	Applications	Manager.	By	default,	AWS	users	have	administrator	privileges	and	can	access	AWS	Service	APIs.	However,	if	your	AWS	user	account	has	a	limited	permit,	here	is	the	list	of	APIs	used	to	pick	up	the
respective	AWS	and	medical	performance	services	of	Cloudwatch:	EC2	-	DescribeVolumes,	DescribeStakes,	DescribeRegions	EC2	Actions	-	STARTINSTANCES,	STOPENSANCES,	REBOOTINSTANTS	API-API	(GetMetricStatistics'	call	is	used	for	all	the	men	that	we	collected	from	CloudWatch.	Amazon	RDS	Instances	The	users	of	the	AWS	account	must
use	their	AWS	Access	password	and	secret	access	key	to	add	an	AWS	monitor	on	Applications	Manager.	By	default,	AWS	users	have	administrator	privileges	and	can	access	AWS	Service	APIs.	But	nevertheless,	Your	AWS	user	account	has	a	limited	permission,	here	is	the	API	list	used	to	collect	metrics	from	the	respective	AWS	services	and
CloudWatch	performance	metrics:	DescribeDBInstances	DescribeDBClusters	The	common	API	call	–	GetMetricData	is	used	for	all	the	metrics	we	collect	from	Cloudwatch.	Amazon	S3	Buckets	Below	is	the	API	list	used	to	collect	CloudWatch	metrics:	ListAllMyBuckets	ListBucket	GetBucketLocation	The	common	API	call	–	GetMetricData	is	used	for	all
the	metrics	we	collect	from	Cloudwatch.	Amazon	DynamoDB	Monitoring	AWS	account	users	should	use	their	AWS	access	key	and	secret	access	key	to	add	an	AWS	monitor	to	the	App	Administrator.	By	default,	AWS	users	have	admin	privileges	and	can	access	AWS	Service	API.	However,	if	your	AWS	user	account	has	a	limited	permission,	here	is	the
API	list	used	to	collect	metrics	from	the	respective	AWS	services	and	CloudWatch	performance	metrics:	ListTables	DescribeTable	DescribeLimits	DescribeStream	The	common	API	call	–	GetMetricStatistics	is	used	for	all	the	metrics	we	collect	from	Cloudwatch.	Amazon	Billing	AWS	account	users	should	use	their	AWS	access	key	and	secret	access	key
to	add	an	AWS	monitor	to	the	App	Administrator.	By	default,	AWS	users	have	admin	privileges	and	can	access	AWS	Service	API.	However,	if	your	AWS	user	account	has	limited	permission,	here	is	the	API	list	used	to	collect	metrics	from	the	respective	AWS	services	and	CloudWatch	performance	metrics:	GetCostAndUsage	–	To	get	cost	metrics	and
use	for	your	global	GetCostForecast	account	–	To	get	a	forecast	of	how	much	Amazon	Web	Services	predicts	you	will	spend	on	the	period	forecasttime	you	choose,	based	on	your	past	costs.	Amazon	Elastic	Load	Balancer	(ELB)	Application	Load	Balancers	API:	DescribeLoadBalancers	DescribeTargetGroups	DescribeTargetHealth	The	common	API	call
-Â	’GetMetricData'	is	used	for	all	the	metrics	we	use.of	Cloudwatch.	Amazon	Apis	SNS	Amazon	Simple	Notification	Service:	Listopics	-	API	To	recover	the	list	of	SNS	topics	on	a	listSubscriptionsByTopic	account	-	API	to	recover	the	list	of	subscriptions	on	a	SNS	theme	the	call	common	to	the	API	-Ã,	'getMetricStatistics'	is	used	for	All	the	meals	that	we
collect	from	Cloudwatch.	AWS	APIs	Lambda	AWS	Lambda	Service:	The	so-called	API	-Ã,	'getmedata'	is	used	for	all	the	men	that	we	collect	from	cloudwatch.	AWS	ELASTIC	BEANSTALK	AWS	APIs	Elastic	Beanstalk:	The	call	common	to	the	API	-Ã,	'getmetricdata'	is	used	for	all	the	meals	that	we	collect	from	CloudWatch.	To	enable	improved	monitoring
of	the	Beanstalk	environment,	follow	the	steps	mentioned	below.	More	information	on	the	AWS	console,	select	ElasticBeanStalk	in	Services.	Select	the	environment	that	the	medicals	need	to	be	enabled.	Click	on	Settings	in	the	left	side	menu.	Choose	monitoring	Ã	¢	Â	¢	Click	Edit	Ã	¢	Â	¢	Select	Improved	Ã	¢	â	¢	Select	all	medals	for	the	environment
and	instance.	Click	Apply.	Amazon	SQS	Amazon	SQS	SERVICE	API:	The	common	call	of	the	API	â	€	œGetMetricDataâ	€	"is	used	for	all	the	meals	we	collect	from	CloudWatch.	AWS	ELASTIC	CONTAINER	SERVICE	(ECS)	API	AMAZON	ELASTIC	CONTAINER	SERVICE	(ECS):	The	common	call	of	the	API	â	€	œGetMetricDataÂ	"is	used	for	all	the	meals
we	collect	from	CloudWatch.	To	enable	Container	Insights	in	an	existing	Amazon	ECS	clutal,	enter	the	following	command.	You	must	be	running	the	version	1.16.200	or	later	of	the	AWS	CLI	so	that	the	following	command	works.	More	information	AWS	ECS	Update-Cluster-Settings	--Cluster	--Settings	Name	=	ContainerInSights,	Value	=	Disabled	to
deploy	the	cloudwatch	agent	to	collect	melts	at	the	instance	level	of	Amazon	ECS	closets	housed	in	a	Instance	EC2,	download	the	JSON	file,	GUARDELO	and	execute	the	following	at	the	CLI.	Learn	more	aws	cloudformation	create-stack	--stack-name	CWAgentECS-	MORE	LONGCLUSTERNAME	tax-	MORE	INCLUDING	REGION	2005	--template-body
file://	prescriptionFILENAME.json	--parameters	--parametersPARAMETKEY	=	CREATEMROLES,	PARAMETVALUE	=	TRUE	CAPACITY	CAPABILITY_NAMED_IAM	--Region	Â-	Region	Confé	AWS	Elastic	Kubernetes	Service	(EKS)	Check	if	you	have	given	access	to	the	following	APIs	to	the	IAM	user	whose	credentials	are	being	used	to	monitor	EKS:
Download	and	install	The	AWS	CLI	(Windows	or	Linux)	to	configure	the	ClÃºster	with	Kubectl	to	monitor.	Learn	more	Windows:	Run	the	downloaded	file	to	open	the	Installation	Wizard	and	complete	the	installation.	Linux:	Execute	the	following	commands	to	decrypt	the	downloaded	file,	run	the	program	and	complete	the	installation.	More
information	Unzip	AWSCLIV2.zip	sudo	./Aws/install	Note:	AWS	CLI	is	used	only	for	AWS	EKS	monitoring.	Uninstall	AWS	CLI	if	it	is	no	longer	necessary.	Download	the	last	executable	file	of	Kubectl	utility	(Windows	or	Linux).	Learn	more	to	get	medals	from	Container	Insights,	implement	the	requirements	for	container	information.	However,	to	execute
the	commands	specified	in	the	prerequisites,	AWS	CLI	and	KUBECTL	must	be	configured.	To	configure	AWS	CLI,	run	the	following	command	and	provide	the	necessary	credentials:	AWS	Configure	to	configure	KUBECTL,	run	the	following	command:	AWS	EKS	--Region	{region}	Update-KubeConfig	--Name	{cluster_name}	--KubeConfig	-	Fidelity	was
made	.	The	nodes	(EC2	exhibitions)	must	have	the	CloudWatchagentServerPolicy	politics	to	send	methods	of	container	information	to	CloudWatch.	Google	Cloud	Platform	Prerequisites:	Access	the	GCP	console	with	owner	access	to	the	project	to	be	monitored.	Go	to	GCP	Console	â	†	'APIS	&	AMP;	Services	â	†	'Library,	to	enable	the	following	API:
Cloud	Resource	Manager	API	Cloud	Asset	API	API	Compute	Engine	API	Stackdriver	API	StackDriver	API	Cloud	Storage	Google	Cloud	Storage	API	Cloud	Filestore	API	Kubernetes	Engine	API	Follow	the	steps	mentioned	below	to	create	an	OAuth	provider	to	monitor	a	GCP.	Once	an	OAuth	provider	is	created,	check	if	you	have	an	Access	Token	and
Refresh	Token.	You	can	use	the	OAuth	supplier	to	add	multiple	projects	under	theIt	counts,	but	make	sure	the	APIs	are	enabled	on	each	project	before	adding	a	monitor	in	AppManager.	Steps	to	create	an	OAURH	provider	for	GCP:	Under	Application	Manager,	go	to	Admin	â​	′	OAURH	provider	and	select	Add	OAUTH	provider.	(Make	sure	you	are
logged	in	from	a	fully	qualified	domain	name	as	on	the	help	card)	Copy	the	redirect	URL	from	the	Add	Provider	window	of	OAUH.	Go	to	the	GCP	console	â​	′	APIES	&	SERVICES	â​	′	CONSENTION	PANTALLA	DE	OAURH.	Select	the	user	type	as	external	and	click	Create	to	register	an	application.	Provide	the	information	of	the	desired	application	and	on
the	authorized	domain,	enter	the	domain	name	of	the	redirect	URL	and	press	the	ENTER	key.	If	the	application	is	already	present,	click	the	Edit	Application	and	Authorized	Domain	option,	enter	the	domain	name	of	the	redirect	URL,	and	press	the	ENTER	key.	Now	click	Save	and	continue.	Go	to	GCP	Console	–	APIES	&	SERVICES	–	Credentials.	Select
Create	Credentials	OAUTH	Client	ID.	Select	the	web	application	and	enter	the	copied	redirecting	URI	into	the	Authorized	redirection	section	of	URIS	and	press	the	ENTER	key.	Now	click	Create	button.	The	generated	client	ID	and	the	client	secret	will	be	displayed.	Copy	it	and	complete	the	Add	OAURH	provider	window.	Complete	the	following:	Type
of	grant	–	Authorization	Code	Authorization	endpoint	url	–	scope	–	Query	Parameters:	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã	Ã©	token	endpoint	uri	–	Token	Request	Method	–	Request	Method	Authentication	of	the	body	of	the	POST	request:	Basic	authentication	Note:	the	remaining	fields	must	remain	as	default.	Click	Authorize	Button	and	authorize	using	the
account	to	start	session	in	GCP.	Once	created,	verify	if	both	access	token	and	update	token	are	generated.	Use	this	OAUR	provider	on	the	new	Google	Cloud	Platform	Monitor	page.	Oracle	cloud	infrastructure	For	data	in	application	manager,	the	user	must	have	assigned	appropriate	policies	/	permissions	assigned	the	administrator.	To	do	so,	follow
the	steps	below:	Start	session	as	an	administrator	in	the	Oracle	cloud	infrastructure	console.	According	to	the	Governance	and	Administration	section,	go	to	the	Identity	option	â	€	'Groups	and	click	Create	Group	Button.	Create	a	new	group	with	the	name	of	the	required	group	(say	'AppManager')	and	add	the	required	user	to	this	created	group.
Under	the	identity	policy	option	â	€,	click	Create	Politic	Button	and	create	a	new	policy	with	the	following	policy	statement:	Allow	the	group	to	Use	all	resources	in	the	example	of	the	Tenure:	Allow	the	AppManager	group	to	use	all	holding	resources	Make	sure	to	be	in	the	'root'	compartment	while	creating	the	previous	policy.	Note:	Using	this	policy,
the	user	can	only	read	and	can	not	perform	the	creation	and	deletion	operations.	(See	here	to	get	more	information).	Oracle	autonomous	database	To	obtain	data	for	table	space,	sessions,	processes	and	jobs	in	the	Application	Manager,	you	must	configure	the	Oracle	Wallet	credentials	on	the	Oracle	Autonomous	DB	monitor.	To	do	so,	follow	the	steps
below:	Go	to	monitoring	actions	Ã	¢	â	€	â	€	Edit	monitor	available	on	the	right	side	of	the	DB	monitor	control	panel	page	Autonomo.	Download	Oracle	Wallet	credentials.	(Click	here	to	learn	how	to	download	the	Oracle	Wallet	credentials)	After	downloading,	unzip	the	ticket_databasename.zip	file	to	a	secure	location.	Copy	the	location	path	of	that	file
and	provide	as	entry	in	the	path	of	the	wallet	file.	Now	open	the	TNSNAMES.ORA	file	(obtained	after	unzipping	the	ticket_databasename.zip	file)	in	any	text	editor.	This	file	contains	predefined	services	identifiable	as	high,	media	and	Each	service	has	its	own	line	of	aliases	and	TNS	connection.	Copy	any	of	the	alias	names	(based	on	gravity)	and
provide	the	same	as	the	entry	into	the	Alias	TNS	field.	(See	here	for	more	information)	Enter	the	details	of	the	username	password	and	"from	the	autonomous	database.	Click	the	update.	Previous	OpenStack	Requirements:	the	default	policy	values	allow	users	only	with	thefunction	to	perform	below	operations	(Access	to	lower	APIs).	The	user	can
provide	the	required	permissions	through	the	.json	file	policy.	ERP	Applications	Oracle	EBS	Manager	uses	Dynamic	Monitoring	(DMS)	service	to	monitor	performance	and	availability	of	Oracle	E-Business	Suite.	You	can	access	performance	metrics	using	servlets	from	the	following	URLs	for	different	versions	of	Application	Administrator	EBS:	EBS	R11
–	:	confidential	implicaport/dms0/AggreSpy	EBS	R12.0	–	:	specified:	confidential	implicaport/dms0/Spy	EBS	R12.2.0	–	:	For	Oracle	E-Business	Suite	Version	R11i,	the	DMS	Servlet	must	be	accessible	to	the	system	where	the	Application	Manager	is	running.	For	R12.0	and	R12.2.0,	the	DMS	Server	must	be	accessible	by	default.	It	is	recommended	that
you	try	to	make	sure	that	the	Servlet	is	accessible	to	the	Application	Manager	system.	[The	instructions	below	refer	to	the	Oracle	website.]	For	Oracle	E-Business	Suite	R11i:	By	default,	the	dms0/AggreSpy	URL	is	protected,	allowing	only	the	local	host	(127.0.0.1)	to	access	the	AggreSpy	Servlet.	To	view	the	metrics	of	a	non-localhost	system,	you	need
to	change	the	DMS	configuration	for	the	system	running	the	Oracle	EBS	that	you	want	to	monitor	by	modifying	the	trust.	Conf	file.	This	can	be	done	as	follows:	Open	the	trust.	conf	file	under	$ORACLE_HOME/Apache/Apache/conf	on	a	UNIX	system,	or	%ORACLE_HOME%\Apache\Apache\conf\	on	a	Windows	system.	Add	the	hostname	and	IPaddress
of	the	Application	Manager	to	the	list	as	shown	in	the	following	example:	â​	Location	~	“/	(dms0	habitDMS	habitSpy	WordPressAggreSpy)	“	Order	denial,	permission	of	all	Allow	localhost	Allow	IPs	oflist	with	TRUSTED	"	Secation	"	Now.	The	httpd.conf	and	httpd_pls.conf	files	and	check	if	it	is	trusted.	Conf	file	is	included.	The	files	are	present	under	$
Oracle_Home	/	Apache	/	Apache	/	Conf	in	a	UNIX	system,	or%	Oracle_Home%	\	Apache	\	Conf	\	on	a	Windows	system.	If	the	confident.	Conf	file	is	not	included,	add	the	following	lines	in	files	and	save:	#	include	trust.	conf	file	include	$ORACLE_HOME/Apache/Apache/conf/trusted.conf	resticie	oracle	E-Business	suite	and	make	sure	that	you	can	access
the	url	http/:	correspondenthost:	implication/dms0/AggreSpy	of	management	system	applications.	for	oracle	E-Business	Suite	R12.0:	make	sure	you	can	access	the	http/:	correspondhost:	(hostname	=	hostname	with	domain	name,	port	number	=	listening	port	of	the	oea)	system	applications	manager.	for	oracle	E-Business	Suite	R12.2.0:	make	sure	that
you	can	access	the	http/	url:	accommodation:	(hostname	=	hostname	with	domain	name,	port	number	=	weblogic	admin	server	listening	port)	system	manager	applications.	users	must	enter	the	credentials	of	their	weblogic	admin	server	in	their	E-Business	Suite	oracle	to	access	the	url.	Caution:	modifying	confidence.	conf	has	implications	for	security.
modify	this	file	only	if	you	understand	the	security	implications	for	your	site.	By	exposing	metrics	to	systems	other	than	localhost,	it	allows	other	sites	to	see	potentially	critique	oracle	ebs	server	internal	status	and	time-of-performance	information.	sap	server,	sap	ccms	sap	server	monitoring	and	sap	ccms	monitoring	requires	sap	javaconnector	(jco)	to
be	present	in	the	computation	of	the	application	administrator.	Note:	the	user	name	provided	when	adding	the	sap	monitor	should	have	enough	privileges	to	access	ccms	and	background	work	metrics.	to	check	this,	the	user	can	run	the	rz20	transaction	on	the	sap	guide	and	see	if	you	can	display	the	ccms	monitor	assemblies.	applications	manager
builds	14270	and	higher	for	windows:	download	and	decipher	the	sap	javaconnector	[sap	jco	3.1.x]	here.	depending	on	the	hardware	architecture	of	the	host	machine	where	applications	manager	are	executed,	make	sure	to	download	the	respective	zip	file.	in	thewhere	application	manager	runs,	copy	SAPJCO3.JAR	and	SAPJCO3.dll	and	SAPJCO3.pdb
under	the	AppManager_Home	/	Working	/	LIB	directory.	If	the	application	administrator	is	is	In	Windows,	as	mentioned	in	the	SAP	2786882ã	note,	on	Windows	platforms,	JCO	3.1	requires	that	Visual	Studio	2013	C	/	C	++	execution	time	libraries	be	installed	on	the	system.	To	verify,	check	the	presence	of	the	"Microsoft	Visual	C	++	2013
redistributable"	package	in	ControlPanel	->	Program	and	Characteristics.	If	it	is	not	present,	download	and	install	the	"Redistributable	Visual	C	++	2013"	package	of	Microsoft	Knowledge	Base	and	choose	the	package,	which	corresponds	To	the	regional	configuration	used	and	the	JVM	bit	width	(x64	for	64	bits	or	x86	for	32	bits).	Restart	Application
Manager.	Note:	Do	not	copy	the	SAPJCO3.dl	or	in	the	{Windows-Dir}	/	System32Ã	¢	directory	or	on	the	directory	{Windows-Dir}	/	SYSWOW64Ã	,.	This	will	break	the	operability	of	other	JCO	versions	that	are	already	installed	in	the	same	system.	In	addition,	it	would	risk	that	the	current	installation	does	not	work	either,	if	the	"SAPJCO3.dll"	is
replaced	in	the	directory	of	the	corresponding	Windows	System	in	the	future.	For	Linux:	Download	and	unzip	SAP	JavaConnector	[SAP	JCH	3.1.X]	from	here.	Depending	on	the	hardware	processor	of	the	host	machine	where	applications	administrator	is	installed.	Make	sure	to	download	the	respective	zip	file.	On	the	machine,	where	you	are	running
Application	Manager,	copy	SAPJCO3.JarÃ	¢	andÃ	¢	libsapjco3.so	¢	in	the	AppManager_Home	/	Working	/	Libã	¢	directory.	Restart	Application	Manager.	Application	Manager	Build	below:	Windows:	Download	and	unzip	the	SAP	Javaconnector	[SAP	JCO	3.0.x]	from	here.	Depending	on	the	Hardware	architecture	of	the	Host	machine	where	Application
Manager	is	run,	make	sure	to	download	the	respective	Zip	file.	On	the	machine,	where	you	are	running	Application	Manager,	copy	SAPJCO3.JAR	and	SAPJCO3.DLL	and	SAPJCO3.pdb	in	the	AppManager_Home	/	Lib	directory.	the	Application	Manager	is	installed	in	Windows,	as	mentioned	in	SAP	Note	1077727.	JCO	3.0	requires	Microsoft	Visual	Studio
2005	C	/	C++	execution	time	libraries	(versionTo	be	installed	in	the	system.	To	verify,	verify	the	presence	of	"Microsoft	Redistributable	Runtime	DLLS	VS2005	SP1"	in	ControlPanel	-	PHP	Program	and	features.	If	not	present,	download	and	install	the	"Visual	C	++	2005	SP1	Redistributable"	website	and	choose	the	package,	which	corresponds	to	the
JVM	wide	architecture	and	processor	used	JVM	(X64	for	64	bits,	x86	for	32-bit	processors).	Restart	App	Manager.	Note:	Do	not	copy	sapjco3.dll	or	{Windows-DIR}	/	System32	directory	or	{Windows-DIR}	/	SYSWOW64	directory.	This	will	break	the	operability	of	other	JCO	versions	that	are	already	installed	in	the	same	system.	In	addition,	it	would	risk
that	the	current	installation	will	not	work	anymore,	if	the	SAPJCO3.dll	is	replaced	in	the	corresponding	Windows	system	directory	in	the	future.	For	Linux:	Download	and	unzip	SAP	Javaconnector	[SAP	JCO	3.0.x]	from	here.	Depending	on	the	host	machine	hardware	processor	where	application	manager	is	installed.	Be	sure	to	download	the	respective
ZIP	file.	On	the	machine,	where	you	are	running	Application	Manager,	copy	SAPJCO3.jar	and	LIBSAPJCO3.so	in	AppManager_Home	/	Working	/	Lib.	Restart	App	Manager.	Microsoft	Dynamics	CRM	/	365	(ON-LEPISE)	To	monitor	a	Microsoft	Dynamics	CRM	/	365	application,	use	a	user	account	of	the	administrator	with	permission	to	run	WMI	queries
in	the	'root	\	cimv2'	namespace	of	the	Dynamics	CRM	/	365	server.	The	following	software	should	be	installed	and	executed	on	your	computer	before	attempting	to	run	WMI	queries:	Microsoft	.NET	Framework	3.5	Microsoft	.NET	Framework	4.7	Firewall	Access	for	monitoring:	Ports	required	to	monitor	via	WMI.	Windows	Management	Instrument
(WMI)	(Default:	TCPRemote	procedure	call	(RPC)	(Default:	TCP	135)	The	destination	server	uses	a	random	port	above	1024	by	default	to	answer	for	remote	communication	(DCOM)	(DCOM)	:	TCP	1025	to	1030)	PowerShell:	Enable	script	execution:	The	PowerShell	script	execution	must	be	enabled	in	Manager	Server	applications	for	data	collection.
Here	is	how	it	can	do	so:	Run	the	CMDLET	below	from	a	PowerShell	administrator	window:	Set-executivePolicy	without	restrictions	If	the	previous	cmdlet	produces	a	continuation	error,	you	can	configure	the	PowerShell	script	execution	through	the	Politics	Editor	Group:	Configure	PowerShell	script	execution	through	the	editor	group	policy	Open	the
Group	Politics	Editor	from	the	control	panel	â	€	â	€	œTear	group	policy	(O)	run	gpedit.msc	from	the	start	menu.	To	configure,	navigate	in	the	configuration	of	the	computer	to	the	policies	\	administrative	templates	\	Windows	components	\	Windows	PowerShell.	You	must	see	a	call	configuration	Turn	on	the	script	execution	as	in	the	following	image:
Double-click	on	the	configuration.	You	will	want	to	enable	it	and	select	an	option	from	the	fall.	Put	it	to	Ã	¢	â,	¬	"Take	care	of	all	the	scripts	â,	¬.	Click	Apply	and	accept.	Microsoft	Dynamics	AX	versions	compatible	with	Microsoft	Dynamics	AX:	Microsoft	Dynamics	AX	2012,	Microsoft	Dynamics	AX	2012	R3,	Microsoft	Dynamics	AX	2012	R3	The
following	software	must	be	installed	and	run	on	your	computer	before	attempting	to	run	WMI	queries:	Microsoft	.NET	Framework	3.5	Microsoft	.NET	Framework	4.7	To	monitor	a	Microsoft	Dynamics	AX	application,	use	an	administrator	user	account	that	has	the	permission	to	execute	WMI	consultations	in	the	'RAÃZ	\	CIMV2'	namespace	of	the	AX
server.	Firewall	access	for	monitoring	required	to	monitor	through	WMI:	Windows	Management	Instrumentation	(WMI)	(Default:	TCP	445)	Remote	Procedure	Call	(RPC)	(Default:	TCP	135)	The	destination	server	uses	random	ports	above	1024	by	default	to	respond	to	Care	(dcom)	(determined:	tcp	1025-1030)	the	integration	framework	for	sap
business	one	must	be	initiated.	Windows	servers	currently,	monitoring	Windows	hardware	performance	is	supported	in	the	snmp	and	wmi	monitoring	mode:	monitoring	snmp	mode:	hardware	monitoring	dell	state:	dell	openmanage	serverAnd	make	sure	that	the	SNMP	agent	is	enabled.	Installation	steps	.	HP	Hardware	status	monitoring:	HP	System
Insight	Manager	(SIM	V6.2	or	higher	recommends)	and	make	sure	that	the	SNMP	agent	is	enabled	Support	/	SupportManual	/	C00293378	/	C00293378.pdf	Determine	if	SNMP	responds	correctly	to	the	OID.	Next,	the	right	OID's	is	shown	for	each	supplier:	for	HP:	1.3.6.1.4.1.232.2.2.2.2.1.0	For	Dell:	1.3.6.1.4.1,674.10892.1.300.10.1.8.1	Monitoring
mode:	The	following	conditions	They	must	be	fulfilled	before	you	can	proceed	to	the	resolution	of	problems	of	the	WMI	nodes:	the	node	has	been	added	to	success	through	WMI.	WMI	is	working	correctly	on	the	remote	server.	HP	System	Insight	Manager	(SIM	V6.2	or	higher	recommends)	is	installed	on	the	remote	server	and	runs.	Dell	OpenManage
Server	Administrator	is	installed	on	the	remote	server	and	runs.	If	WMI,	run	the	following	cmdlet	from	PowerShell	Prompt	with	administrator	privileges:	Unrestricted	running	policy	This	is	to	allow	powerShell	scripts	execution,	handling	the	appropriate	process	termination	during	Datacollection	for	WMI	Mode	of	Monitoring:	In	Windows	Server	2008
and	versions	Subsequent,	and	in	Windows	Vista	and	later	versions,	use	the	following	dynamic	port	range:	Starting	port:	49152	Final	port:	65535	If	your	computer	network	environment	uses	only	Windows	Server	2012,	Windows	Server	2008	R2,	Windows	Server	2008,	Windows	8,	Windows	7,	or	Windows	Vista,	you	must	allow	connectivity	over	the	high
range	of	ports	from	49152	to	65535.	For	Windows	2000,	Windows	XP	and	Windows	Server	2003	use	the	following	dynamic	port	range:	Start	port	:	1025	Final	port:	5000	If	your	computer	network	environment	uses	Windows	Server	2012,	Windows	Server	2008	R2,	Windows	Server	2008,	Windows	Windows	7,	or	Windows	Vista	along	with	versions	of
Windows	before	Windows	Server	2008	and	Windows	Vista,	must	allow	connectivity	in	both	port	ranges:	ports:	Port	Rank:	49152	A	65535	Low	Port	Range:	1025	to	5000	Linux	Prerequisites	To	Monitor	Cron	Jobs:	Curl	Must	be	installed	on	the	Linux	Remote	machine.	The	script	linked	to	Cron's	work	must	have	executable	permission.	The	machine	where
applicable	administrator	is	installed	must	be	accessible	from	the	Linux	Remote	machine	through	the	SSL	port	without	any	proxy	server.	The	remote	machine	where	Cron's	work	is	running	must	be	synchronized	with	the	correct	time	zone.	Cron's	work	interval	should	be	a	minimum	of	five	minutes.	Cron	job	uses	HTTPS	protocol	to	send	the	responses	to
the	machine	where	applications	manager	are	installed	and	validated	with	the	REST	API	key	"of	the	administration	user.	If	the	API	key	of	the	administration	user	is	regenerated,	update	the	key	Recent	API	for	all	cron	jobs,	on	the	Linux	Remote	machine	using	the	Crontab	-E	command.	Linux	Cron	is	supported	only	in	SSH	mode	and	Telnet	monitoring.
IBM	I	to	connect	to	the	IBM	I	server	From	the	Application	Manager,	make	sure	that	the	ports	mentioned	in	the	"Port	Non-SSL"	column	in	the	link	are	not	blocked	in	Firewall.	Take	a	look	at:	Ã,	/	Support	/	Pages	/	PORTS-MUST-BE-OPEN-MAKE-ODBC-DATA-TRANSFER-OLE-DB-ADONET-OR-JDBC-CONNECTION-THROUGH-Firewall	It	is	recommended
to	use	an	account	that	has	a	permission	of	QSECOFR	in	the	Server.	If	you	use	the	user	profile	QSECOFR,	use	a	user	class	user	account	*	with	additional	permissions	As	follows:	The	user	must	be	allowed	to	access	QMPGData	/	QPFRDATA	(used	to	collect	the	details	of	the	disk)	and	QGPL	(used	to	collect	problem	Details)	libraries	and	is	allowed	to	run
the	CRTPFRDTA	and	DSPPRB	command.	Consider	the	following	special	authorities	when	you	use	a	user	class	user	account	*,	such	as	AllOBJ,	SAVSYS,	*	TobCTL,	SplTll	to	recover	all	and	perform	IBM	I	management	actions	of	the	Application	Manager.	JMX	APPLICATIONS	To	monitor	JMX	applications,	the	following	Java	execution	time	options	will	be
added	to	your	DCOM.sun.management.jmxRemote	DCOM.sun.management.jmxRemoteDcom.sun.management.jmxremote.ssl=false	-Dcom.sun.management.jmxremote.authenticate=false	Replace	1099	with	the	agent's	real	port	number	Example:	To	enable	JMX	applications	in	JBoss:	Edit	run.sh/bat	under	JBoss	home/bin.	Append	the	following
command	to	JAVA_	OPTS,	JAVA_OPTS	=-Dcom.sun.management.jmxremote	-Dcom.sun.management.jmxremote.port=1099	-Dcom.sun.management.jmxremote.ssl=false	-Dcom.sun.management.jmxremo	To	enable	JMX	applications	in	JBoss	7	and	above:	Copy	the	jboss-client.jar	from	■JBoss	Home	Confía/bin/client/	and	place	it	under	>	>	Applications
Manager	Home	/	working/classes/jboss/as7	directory.	To	enable	JMX	applications	in	Tomcat:	JAVA_OPTS	=-Dcom.sun.management.jmxremote	-Dcom.sun.management.jmxremote.port=1099	-Dcom.sun.management.jmxremote.ssl=false	-Dcom.sun.management.jmxcateremote	If	you	don't	want	to	use	authentication,	you	should	change	the	value	to
false.	-Dcom.sun.management.jmxremote.authenticate=true	If	you	are	using	authentication,	specify	the	location	of	the	password	file	-Dcom.sun.management.jmxremote.password.file=c:\jmxremote.password	If	you	are	using	authentication,	specify	the	location	of	the	access	file	-Dcom.sun.management.jmxremote.access.file=c:\jmxremote.access	See
Oracle's	documentation	in	this	regard:	.	Also	note	that	the	ping/telnet/nslookup	should	be	working	for	the	JMX	remote	control:	telnet	hostname	port	ping	hostname	ping	IPAddress	nslookup	hostname	nslookup	IPAddress	Ceph	Storage	Monitor	The	Ceph	Storage	status	commandIt	uses	to	collect	performance	statistics	from	CEPH	Storage	Monitor.	The
given	user,	there	must	be	Leida	Privilege	to	CEPH.	Keychain	keychain	Make	sure	the	pattern.	Key	file	has	suitable	permissions	(for	example,	Chmod	644)	on	your	client	machine.	Hadoop	Monitor	1.	To	monitor	Hadoop	through	Rest	API:	No	Authentication:	URL	http:	//	obeyechosthost:	I	should	have	access	from	the	Application	Manager	for
NAMENODE	for	JobTracker	/	ResourceManager	Simple	Authentication:	URL	HTTP:	//	Accommodation:	Drawing:	Draw	/	JMX?	User.Name	=	Unknown	=	Hadoop	Host	Username	must	be	able	to	access	from	the	Application	Manager	for	NAMENODE	and	JobTracker	/	ResourceManager	2.	To	monitor	Hadoop	Via	JMX:	AÃ	±	Adde	the	following	Java
execution	time	options	to	'Hadoop_NameNode_Opts';	'Hadoop_Jobtracker_Opts'	in	Hadoop-env.sh	with	unique	port.	-Dcom.	To	ensure	that	please	open	the	ZkServer	file	under	the	BIN	folder	and	check	the	following:	JMXPORT	=	Not	Zoomain	=	"-	djava.rmi.server.hostname	=	followed	by	IP	address	-com.sun.management.jmxremote	-com.sun
.MANAGEMENT.JMXREMOTE.PORT	=	$	jmxport	-com.sun.management.jmxremote.authenticate	=	$	jmxAuth	-dcom.sun.management.jmxremote.ssl	=	$	jmxssl	-dzookeeper.jmx.log4j.disable	=	$	jmxlog4j	org.apache.	zookeeper.Server.quorum.quorumpeerMain	"Note:	Replace	IEgort	No	SCOL	with	JMXPORT	and	IERE	IP	address	with	IP	address	of	the
machine.	APM	INSIGHT	includes	a	remote	monitoring	agent	that	has	to	be	implemented	in	your	instances	of	application.	More	information	about	APM	Insight	Agent.	Java	Runtime	Monitor	To	monitor	a	JDK1.5	JVM	and	more,	add	the	following	JVM	arguments	to	your	application:	-Dcom.sun.management.jmxremote	-
com.sun.management.jmxremote.port	=	1099	-Dcom.sun.	management.jmxremote.ssl	=	false	-com.sun.management.jmxremote.authenticate	=	false	to	monitor	IBM	JVM	and	more,	add	the	following	JVM	arguments	to	your	application:	-djavax.management.builder.initial	=	-dcom.sun.management.jmxremote	-com.sun.management.jmxremote	-
DOM.SUN.MANAGEMENT.JMXREMOTE.SSL	=	false	-com.	To	enable	Java	Runtime	Monitor	in	JBoss:	Edit	the	run.sh/bat	under	JBoss	HOME	/	BIN.	Apply	the	following	command	to	java_opts	java_opts	=	-com.sun.management.jmxremote	-com.sun.management.jmxremote.port	=	1099	-com.sun.management.jmxremote.ssl	=	false	-
com.sun.management.jmxremote	.Authenticate	=	False%	Java_Opts%	to	enable	Java	Runtime	Monitor	in	JBoss	7	and	Superior:	Copy	the	jboss-client.jar	of	â-	jboss	home	TRUS	/	BIN	/	Client	/	and	place	it	low	&	gt;	&	gt;	Applications	Manager	Home	/	Working	/	Class	/	JBoss	/	AS7	Directory.	To	enable	Java	Runtime	Monitor	in	Tomcat	Do	the	following:
Edit	the	Catalina.sh/bat	under	Tomcat	Home	/	Bin.	Apply	the	following	command	to	java_opts	java_opts	=	-com.sun.management.jmxremote	-com.sun.management.jmxremote.port	=	1099	-com.sun.management.jmxremote.ssl	=	false	-com.sun.management.jmxremote	.Authenticate	=	FALSE%	Java_Opts%	To	enable	SSL	on	JMX,	use	the	following	JMX
parameters	in	addition	to	the	previous	ones,	and	restart	the	server.	JMX	Parameters:	-DOM.SUN.MANAGEMENT.JMXREMOTE.SSL	=	TRUE	-DDAVAX.NET.SSL.KEYSTORE	=	"E:	/aPMBUILDS/Certificates/JMX.KEYSTORE"	-DJAVAX.NET.SSL.KEYSTOREPASSWORD	=	PASSWORD	-DAJAVAX	.net.ssl.truststore	=	"E:
/aPmbuilds/certificates/jmx.trustStore"	-djavax.net.ssl.truststorepassword	=	password	Additionally,	Import	the	Server	Certificate	to	"Setting	up"	Start	\	WORKING	\	JRE	\	LIB	\	Security	\	Cacets	"Archive	and	restart	the	server.	Syntax:	Keytool	-import	-alias	×	™	Certificat_aliasName	-File
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